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W, WHEZA: =

(b)) CRHZUEAS K5 1R TAEIZAEAS WHR 4 BRI N IR A S ZAE S AR BER, TE1Z A,
R ZAE T,

RIS RINZAE S TAZ N .

“ECXTERGRL” AEARRI TR RS, SR N SR EAORZ AT R AL, T A TT
WL TR S A N B R P 7 A 2 U A8

“g LRTRAIE” F520 th IR B AUE T A R 2 g
“HMN” FREIEIEDIH 553 HH AL 4.

“RAE” AR TSRS, AT AR, sl A R e Rl R, A
BTN

“PKCS#11 FABE” f5 M E (PIWEEER), BOTREAHATIES SO s T fesr, IRFF
7 HH RSA SR E A A TFE R R AbRHE (PKCS) HHH 11 50 M5 B A T ARVE R RS
1M %25 FL V3R A FIPS 140-2 55 =2 slilh E ki
“HBIRBEK” RAMBILGILE 98 & (MBBCEZB) Prigg k.

“RANBERGHRL” FRMCX B AR rh A A H i 26 5 2 SRR

“CRATTERGRE” RIS R P R SR A 8 2 AL
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“UTTER” 48:
(&) ARG 22 FNTZIED:

() TR 22 AT ZIEBZ I, KASFR LU o
(©) 5 34 AFTARGERLICHT K L 501 FTHE F3 2 15

“UTFTRAENLR” FRIRGE ST 21 F00 T ZAZUEN LR B 34 48 Frif AN LK o

“CER” ARAEAATEBS B A B A 5 3R e 2 B, IR A7 A T Al 5 TR
R IB AL I 2 B

“BAEBIEHLR” fE A EYRE, RF B IEBAT M A M BAZUE LR — € IRe, IR AtE
IS BAZAER LG 2 357 TR 55 ZBUAA

“HrYERRA” 5 WA e U 1R ) R A
“REFEPE” SR AEAE AR PR ZRAUE P LLL AR S5 P AT R B SRR S
“BITNR” AERAENIGT 5, SRR S AW S 3l Jm 2

“&7 K “BE” QUREHEERIAESURNC R B BRI AR S, SO N BCR T 2 A
(ORFNIY A

“HIEH” 5 AR YR IE 5 "Hongkong Post Root CA 1"FT28 R I kAZAUENLGUESS, FEH T8 R F
b e QNG

“BIRN” RGN ITE UM
1) AEREE AR A BRIk SRR IR T
() COERIZUET; 85
(i) FFA S H TR A A T3 RGR0 NY. 2 FA N B R A 5

“RWADNL” FEHREIC AL EIEBAT S P, B LR HE R B RS IC N SO AT
LALLMV N ) 253K o

“EIRANUE 7 F51E 4 EAC NI s TSR D88 0 AWM AR SR AZAE A 7
N RS IREE R BATUEB WU Z H LR o

“BWHRR” BTG LN &M LNREE . Bk SRy

() AR ] il 2 N R A A

(b) FERTPEAEHITG DL RIEENE KA AE Ty 3CRE T E BIYI P iR IE A 35 7 A 245 B
(© EHMIESPATILEETRE: M

@) KIE) ez wa i,

APATHRTR S 5B, WEBIBEEZ TSI TREED N AT EBEAR UZSE, MZEBZER
NRZZBN, MHZHR5R5E WA A SRR TS IE A .
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FYXB - B EREURITIET#

MR B

A S PR H A 4R IE 5 "Hongkong Post e-Cert CA 1 - 10" AR HE AL UEAE MV 28 K (AR AT UE o X
QAR T8 ER A 5 S IES A 2K AE 15 R 4 A AZE R A MV I 28 K AR A TR 15 A% X, IR PR A TR

F B Fel [UEBBGE ] ARERE, B DA AR A UE AL e

D) BATIER A EBER

RN B AR | BN
FRHERS (Standard field)
kA% (Version) X.509 V3

5 (Serial number)

[N R G

ZEZHFIRF (Signature shalRSA

algorithm ID)

RATELZTR (ssuer cn=Hongkong Post e-Cert CA 1 - 10
Name) o=Hongkong Post

c=HK

BHRH (Validity period) |AEF ot |[HHEWIBEREKUTC KA
before)
ABF Not |[HHFUEMEEEFIUTC HTH)]
after)

EMZH (Subject name)

en=[FH G L] (D

e=[FLFHEATHIbE] e

ou=[BFILASFERT] (W3

o=Hongkong Post Bank-Cert (XXX- Personal) (Ffii:4>
c=HK

ERATFELATEEL (Subject public key
info)

iR (Algorithm ID): RSA
AT (Public key):  ZFAS R KCJE 4 1024-bit

KHNRBIZH (Issuer unique identifier) |15 A
e NRAIBFR (Subject unique A

identifier)

FRUESEMRAEAT (Standard extension) S

PIREBRRANLTR | RITE cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK
P55 (Serial [ H ALK
number)
EEBMER Key TN, BGREE, Shd R hn
usage)
(A2 A “RBE” 20D
IEBBUK (Certificate Policyldentifier = [#fFPUAS]  CHtit 6)
policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk
FHABZFK (Subject |DNS (200 B U S O S hS] (D
alternative name)
1fc822 LEBFAA A LTI Hal] o
F—HFBR |ZIEB NS H RN
3L F 2 Fx
(1" Directory
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=R AL R
Name CN)
BRATHEHMBFR Jssuer FAHH
alternative name)
FAFRH] (Basic EEEH B2 SN
constraints) (Subject type)
BEKERE |
(Path length
constraints)
FEf T R AT AL
(Extended key usage)
UE-BMAE RS R R SR IEARR = [FETRUTE B4y B AURL]  (iks)
(CRL distribution point)
Netscape ZEfHAAL (Netscape extension) (Fs)
Netscape IEF52E# (Netscape cert type) |SSL client, SIMIME
Netscape SSLAAIARAS B (Netscape SSL | A A#H
Server name)
Netscape #iF (Netscape comment) AL
B -
1 ALK okt - R (KE)D + 4 (il CHAN Tai Man David)
2. HIEAPTHRAL P IR . CindeE IR R, RSK A )
3. BiLAZEHT: 10 ET
4. XXX AR ICHRAT (LR E)
5. BRAESIAME, B FRAELEMALAL M Netscape ZEMHFAALIY N “dEICHEE”  (Non-Critical) ZEAHAFAL .
6. AR EAREAZIUE A AE ARSI (Object Identifier, OID). ST AHEN IR AIED, 5S4
AUENEE 1.1 2o
7. HUEANRIEESHIE S A (RS N I207)(BL hkid_number F7n )44 48 FGE A IR N S50 R 25 8 O
WAl — 22 BUH (LA cert_hkid_hash /)5, FENIEf:
cert_hkid hash =SHA-1 (RSApiwtctey, st ( hkid_number))
SHA-1—2 55 R 0T RSAM Ay 25 35 R 4L
TEARHI A FE Y, hkid_number W45 7E & HEIRBUR BT ARSI I 258, /=4 8B M EG S
PIUE SR I A2 B EUE SHA-1 ( RSAwmivatiersies ( hkid_number ) )o %A% EUE ST N IF8 2 SE (A2
o
8. UETHEE 4 RS URL A http://erll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » Ut 4y b 4k iE

"Hongkong Post e-Cert CA 1 - 10"Fr & H ) T2 E|=E PRy E . .
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2) HBATIEPR WMD) EPKR

EALE R | R 55
FavEARS (Standard field)

KA (Version) X.509 V3

%5 (Serial number)

[ A B IS R S B

BEZHNIRA (Signature
algorithm ID)

shalRSA

RATHZFR (Issuer)

cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK

BEEH (Validity period) |AETF Not |[HHEMEIFBOEE MUTC B A
before)
ANRF Mot |[HEFMWIBBREFIUTC W E)
after)

LR (Subject name)

en=[#AH F REA] CtED

e=[FL T ISAE HbAE] (o

ou=[FILASERT] (i

ou=[ MV B ICUE T2 5+ AHIE 15/ 8 0 B 5+ L) ke
ou= [FWANMIALIR] GiEs)

ou= [ B AWM AT T 1 2 H

o=Hongkong Post Bank-Cert (XXX-Corporate) (Fft6)

c=HK

FEEAFFEBRAEE (Subject public key

HLiRA) (Algorithm ID): RSA

info) TR (Public key): 25056 S A 1024-bit
RHNRFIBFR (ssuer unique identifier) | A ff
B NRFIZ R (Subject unique KA H
identifier)
FRUESEMHASAL (Standard extension) (7>
PIRBBRIRFZH | KIiTH cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK

5 (Serial [N ALK

number)
EERMMER Key AN, BOD%E, 0N
usage)

(AR "B 246D
IEPBUR (Certificate Policyldentifier = [# R AHS] btk 8
policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk

EHFHALAFR (Subject [DNS AAfH
alternative name)

1fc822 LEBFAA A LTIl G

F—HFRBIR [ZEB L RS H AR

3L F 2 Fx

(1* Directory

Name CN)
RATHEMBFR ( ssuer FAEH
alternative name)
FARE (Basic F AR b= E SN
constraints) (Subject type)
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FALEFR EAIAE
BAKERS | L
(Path length
constraints)
SEA RS RL 4 KATH
(Extended key usage)
UEF AT B4 R OYR TR = [UFE- TS 20 K OSURL] (k)
(CRL distribution point)

Netscape ZEfFAEAL (Netscape extension) (HED

Netscape iEF528E! (Netscape cert type)

SSL client, SIMIME

Netscape SSLAAIRA B (Netscape SSL | A AfH
SEerver name)
Netscape &% (Netscape comment) AAd

W -

FILANSEGS: 10 (807

B

BRUH P s ekt - @l (ORS) + 4 (B CHAN Tai Man David)
?‘**X)ﬂ)ﬂﬁ?ﬁfﬁﬂ’JEE?Hiﬁéimﬁt CHEAT T B AR bk, A2 2 2D

“T‘nﬂkﬁiﬂiﬂiﬁ%%" AL . — & 16 A/ RE G 11 A0y A B M g 5D LAy

FACUE RS T, A F(C 0" ), “VENHES / SduEBamS" 24 . — 8 8 AU/ 7R

jT:EﬂﬂlE-I%/ BCIE PR, A AEAZC “07 )]

AT AL B 30 LTI (WA). IS

SATBIXBURERTIZ R B RS &7 WARER / BICIER” R4 EC 07 ), HIIFR
(Bl HKPO ARRFMEMEBO SN HAh”  #47.
S WU, HAAFRR SR N B R COUAZAEVELHEN 2 3.1.1.4

5. RAPR AT S ST RS

%5

6. XXX MEAEBCHI KL (MR E)
7. BRAESANER, FrARREIE AL M Netscape SEMAAALIY N “JESCEE”  (Non-Critical) ZEAHAFAL.
8. AF:CAREAAEENLAEN RS (Object Identifier, OID)o J& T AHENI IR AL, 5S4

AUENEE 1.1 %50

9. UEPHEESTE MK A URL A http://erll.hongkongpost.oov.hk/crl/eCertCA1-10CRL2.cl »

"Hongkong Post e-Cert CA 1 - 10"FT & ) T #=E PR E .
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HiRC
BY3%C - B AREGE P MAE £ (CRLF

A5 C PEIRA O H 4k UE 5 "Hongkong Post e-Cert CA 1 - 10" A A&t IR1E 5 FUES 7 #0160 56 0 S
A HEFN A% 20 H4kE 15" Hongkong Post e-Cert CA 1"H1 2010 4 2 H 26 H 45 ik & Hak vl k5,
H 2 AR T T S N AR T AU T S 2 A O el o 1k o AR T AT 0% B R 4R 1E 15 "Hongkong
Post e-Cert CA 1" [t & tH O UE 54U 510 S8 S A 2 HE R G, SRR AU TuEH Bk i
Wak TUEPBOR ] N IPERRIS, 25 B A S R I AZ IR A ML HE )

Fr U MSTBOER = YT B A S IE 5 R 20 RO IRk BV 1) 00:15 14:15 & 19:00
CHIRARJE Y T [GMT B8 UTC] I 01:15, 06:15 & 11:000)s {3 ik 26 oA e AKR e
Y U T 7 S O L7415 B

a) [ #IKIEPHMER ] (Partitioned CRL) W & 73 21 ) L7 IR i B ol A UE TS B0 Rk . 4R
ITUEFS (A REATIES (HURD 1970 8RS ST - LU URL 3REK:

http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

b) [ BEARTEBREETE | (Full CRL) 5 T4 B+ 4kiE 4 "Hongkong Post e-Cert CA 1 - 10" A&
R VT B ER RS IE AR, AT T-LLU R URL SRER [ HEAAUE 153y 5 -

http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 8%
ldap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRLI,
o=Hongkong Post, c=HK)

R E RS S OB A CRES UE P AR, AR TR E TE BT 0 &
#i. ] (CRL distribution point) #4457 P9 B A7 HE(URL)SREUAH 5 FI0E P S v

OE W W O R, FHBISEBS TR G, PR R RS A OLARHE
2.5 4 AEANBET I K AT T B (A 0T 5 5 IS 5P AS A 0 08 26 ) B e L3R I 5 4 355 B ) 5
B A AT I PP o B U I B & e A T AN AE A A L, T A M
http://www.hongkongpost.gov.hk/ 271 #b 78 UE TS 5 2

i 4K IE 1 "Hongkong Post e-Cert CA 1 - 10" MR Ha AV ) A2 H 1) 43 31 2 R AR D 30 B =X -

FRUERZAT (Standard field) | AL Ban | AT RE /G E IR 2 NTI o G Mg B e
(Sub-field) Nt = VA BT P 2K

JiAS (Version) v2 A S 7R AIE PO RS v A
KIPRRA K X.509 25 AR

2B H A (Signature shalRSA A s H LA BHIE TR

algorithm ID) BN ) BRI R R

KAT#  (Issuer name) CN=Hongkong Post e-Cert CA 1 - 10 [bA% SoR2538 K K HAE

O=Hongkong Post ST ALY
C-HK

BEYREEH (This update) [UTC i) B B IR AE RS S
FIR B G IRTE R

R (Next update) [UTC il PR T YR T U5
T BRI H e 5 & H
(FXEH) » AT SR
1 H 2 5 R o AR AZAIE
FEMVAE NI RLE , UE A5 3
R RER T R

FAIET (Revoked P LEB75] PR S RS 0 E T T

certificates) (User PLE e 5 HE7 R

certificate)
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FREREAT. (Standard field)

T
(Sub-field)

43 B AE - Y
T AL A A

L SENTIRRE o GER
LAk

i

ey H
(Revocation
date)

[UTC Al

S B s S U T3 1) 30

FNE TR
TH R R RE
47 (CRL
entry
extensions)

J5 PR

(Reason code)

[ 2 E R ]

CHHE 1

FRAELE(HAAT (Standard ex
2)

tension) (P

WL AL R R 44 B
(Authority key identifier)

FATH

(Issuer)

CN=Hongkong Post Root CA 1

O=Hongkong Post
C=HK

SRR AT BRI
PR B A4S 11
AAN R R (RIS 23 0T 3%
fi

5 (Serial  |[&HEAEPBHIFE MR BN R NE Y
number) =
UE-PHAY T #965 (CRL [HAZIE R GE ) AR A PR T 2

number)

G @GS DU 0™
7

KNy K r (Issuer

distribution point)

[LADER 75 3\%
B I T4 v
By R R
(Encoded CRL
Distribution
Point)]

Q:ZEV IS
i =N

CARALEH]

AFERLAR A 73 H E 4
I RAE A .

B -

Lo BUR Al PR e A7 20 0 2 e YU

0= ARIEY; 1= BHBESNIE 2= BIENICTURSMIE: 3= SR,
4= UEPHIAL 5= BAUEHLRAE st 6 = UEPBHCE I M

MBI AR IR S5 ], BTl [ DA | 250 [0) s (BRI TRVERT D,

2.

BRAESIANEN],  PrA bR A A 35

“JERHEE”  (Non-Critical) ZEAHAZAT

A UEMBEARATIE TS UL/ )
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D - ZHBIBERTIES — REM[E

HRD

R4 BWATIER (DA BWATIER (FL#)
ZiZ A FEA AR WS B IE S0 18 % |3RAUERE AT BUX BURN 28 A7 3
AAE M B ACIE Z MLAE B R A s A vT
AR E A
ERRFEA HIESSRUN B NN 2 8 5 5 53 I A AL
P
K Y PR A HK$200,000 HK$200,000
ANATHE S & s
Bt B AS R 1024-bit RSA 1024-bit RSA
BAEBEHLR B3 B 3% B
& A B AL R P A U AR ) P 7 S A )
B SE 5 4y P AR W IE=E /i SRR B HRFAARR I 5 1
Ui elin)iihes B 28 KN #% B 258 KN #%
ERARESECANE (= FHESHIUE LS RIS FC AN LR
B s = FRUT Sk 44 R LR
= HEG RS I AR A His -
(hash value); . BN SE YT (A HEE
= HRHbhE; K R 4D
s BUASHEGS (RS B AN Z AR [ REE
R et
BUEFRAKERER (WK E LK E

A UEMBEARATIE TS UL/ )
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HIASAZAEA RV AE A5 H RS, A PR IS BCRAT UE F T o4 8 AZUE R CHLG, BB BUZUEN LR bt s S BUR AT 1S
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MIRE - BIEHLARIEIEF R 200

Mt KEF

ARYFUE 544 5

AR

ik

Hongkong Post Root CA 1

20034F5 151 % 2023455151

Hongkong Post e-Cert CA 1

200345151 % 2013455151

SR ZEE S 1120104F2 H 26 H e s 11 % BARATIE

Hongkong Post e-Cert CA1 - 10
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