>
G fongkong Poste-Cert

e-Cert User Guide — Internet Explorer r R

How to import your e-Cert into browser
Internet Explorer

Before you import your certificate into browser, please ensure that:

A. the version of your internet browser is Internet Explorer 5.01 SP1 (or above);

B. you have received the certificate file (contained in a floppy disk / e-Cert File Card*); and
C. the PIN Envelope provided by Hongkong Post.

* For e-Cert File Card user, please export the e-Cert to storage medium in prior. To learn how to
export the e-Cert from e-Cert File Card, please refer to the following user guide:
http.//www.hongkongpost.qov. hk/product/ecert/quide/File Card/img/crtutiquide. pdf

1 Insert e-Cert floppy disk into the Drive, open your certificate file and click “Next >”.

Alternatively, if the e-Cert (with p12 extension) is located on either your hard disk or USB storage
device or other storage media, please simply double click the file and then click “Next >” to
continue.

Certificate Import Wizard §|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate brust
lisks, and certificate revocation lists From wour disk ko a
certificate stare,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure nebwork
connections. & certificate store is the syskem area where
certificates are kept,

To continue, click Mext,

Mext > | [ Cancel
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2 Your certificate file is shown in the file name field, click “Next > again to continue.

Certificate Import Wizard E|

File to Import
Specify the File vou want to import.,

File narne:
2:16B2F4.p12 | | Browse...

Moke; More than one certificate can be stored in a single File in the Following Formats;
Personal Information Exchange- PKCS #12 { PFx, P12}
Cryptographic Message Syntax Standard- PECS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store (3370

[ < Back ” Mext = ][ Cancel ]

3 Key in 16-digit password shown on the PIN Envelope. Check all boxes and click “Next >”.

Certificate Import Wizard &l

Password

To maintain security, the private key was protected with a password,

Tvpe the password For the private key,

Password:
|****************

Enable skrong private key protection. You will be prompted every time the
private key is used by an application if vou enable this option,

[w#]#ark this key as exportable. This will allow you ta back up or transport your
kevs at a later time,

< Back. ” ek = ][ Cancel
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Select ‘Automatically select the certificate store based on the type of certificate’, then click “Next”.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, ar you can specify a lacation For

(®)Automatically select the certificate store based on the bype of certificate!

() Place all certificates in the Following store

< Back “ ek = l[ Zancel

Press “Finish”.

Certificate Import Wizand

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following settings:

Certificate Store Selecked  Automatically determined by ¢
Zonkent PFx

File Marme A:\16B2F4.p12

< >

< Back. ” Finish ] [ Cancel

X
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6  Click “Set Security Level...” for the security setting of e-Cert.

Importing a new private exchange key |E|

An application iz creating a Protected item.

Cryptod Pl Private Key

Security level sat to Medium [ Set Security Level. ]

| ok |[ Cancel ][ Dietails... ]

7  Select “High” and click “Next” to continue

Importing a nevr private exchange key
Choose a securty level appropnate far this ke,

Reguest my permizzion with a pagswaord when this
item iz to be uzed.

() Medium

R equest my permizsion when thiz item iz to be uzed.

< Back Mewt » l [ Cancel
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Importing a new private exchange key

Create a pagzword to protect thiz item.

Create a new pazsword far this ibem.

Create new profile and set your password or select your existing profile, then click “Finish”

X

FPaszword for: |

P azsward: |u--u-u

Confirm: ||||||||||

| <Back || Finish

J |

Cancel ]

9  The screen displays “Security level set to High”, then press “OK”.

Importing a nevr private exchange key

An application iz creating a Protected e,

Cryptod Pl Private Key

X

Securty level zet to High

[ Setgecurit_l,l Lewvel... ]

1]8

|[ Cancel ][ Details... ]
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10 Press “Yes” to add Hongkong Post root certificate.

Root Certificate Store 0 |

": Do you want ko ADD the Following certificate ko the Root Skore?
L

Subject : Hongkong Post Root C4A 1, Honghkong Post, HE

Issuer : Self Issued

Time Yalidity : Thursday, May 15, 2003 through Monday, May 15, 2023
Serial Number : O3ES

Thurmbptint (shal) ; DEDBASZ0S0090Z15 4024E52F CEB346ERZ SEEZ5A55
Thurbprink {rdS) : AS0DEF39 78E94360 77426098 SACCZ3CA

J ) The impart was successFul,
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