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How to import your e-Cert into Mac OS X

Before you import your certificate into Mac OS X, please ensure that:

A. you are using Mac OS X v10.3 or above;

B. you have received the certificate file (contained in a floppy disk* / e-Cert File Card"); and
C. you have the PIN Envelope provided by Hongkong Post Certification Authority

For floppy disk user, a floppy drive connected to your computer is required.

# For e-Cert File Card user, please export the e-Cert to storage medium in prior. Please note
that the software for e-Cert File Card can only run on Windows 2000/XP/Vista/7 for the time
being. To learn how to export the e-Cert from e-Cert File Card, please refer to the following
user guide:

http://www.hongkongpost.gov.hk/product/ecert/quide/FileCard/img/crtutlguide.pdf

1. Open the e-Cert file (with .p12 extension) on the storage medium.
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2. Inthe “Add Certificates” dialog box, select the “login” keychain, and then click “OK”.

Add Certificates

Do you want to add the certificate(s) from the file
*13233E.pl2" to a keychain?

Keychain: | login H
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3. Enter the e-Cert password, and then click “OK”. (If you have not altered the e-Cert
password before, please enter the 16-digit PIN which can be found inside the PIN Envelope.

You do not need to input the spaces within the PIN)

BL.6.5 Keychain Access

Enter the password for “13233E.p12™
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4. Click on your certificate to view the information of your certificate.
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When using this certificate: [ Use System Settings H‘i

B Trust Settings

Fingerprints
SHA1 25FEDOD77 27 FECECAEOZFBIOELOA 1573 7D23791590
MD5 ADFS 73 CA7BB0 49 1CEEDB A9 55 06 07 30FEF

Type X.509 v certificate -

Version 3 :

Serial Number 18 04 24 !
&
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5. Click on your private key, and then click “Access Control”. Check the box “Ask for
Keychain password”, and then click “Save Changes”.

Note: This step is to provide higher security level, so that you will be prompted to enter
the keychain password each time an application accesses your private key.
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Always allow access by these applications:

Name Location Version

Add " Remove Save Changes

6. Enter the keychain password, and then click “Allow Once” to finish.

Note: Your default keychain (“login” keychain) password is the same password as your
user account.

Confirm Access to Keychain

/7,  Keychain Access wants permission to change access
n permissions of item “privateKey" in your keychain. Please enter
@ | the keychain password.
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