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Exporting your e-Cert in Netscape

You are recommended to export your certificatestwes as a backup of your keys and certificate when:

* You want to make a backup of your keys and cediic
* You want to carry your certificate to another wdak®n

You will export your certificate to a standard fabhtalled a PKCS #12 (.P12). The .P12 file shoeld b
given a 'friendly' name (for example: YOURNAME.P18)distinguish it from other certificates in the

browser.

1. In your Netscape browser, Click ‘Edit’ from the pdbwn menu and select ‘Preference’
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2. In the ‘Preference’ Window, select ‘Privacy and 8é@g’ and then select ‘Certificates’.
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3.

Preferences

In the ‘Manage Certificates’ section, click ‘Mana@ertificates...’ button.
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4. The ‘Certificate Manager’ window pops up. Selecotl Certificates’ tab and highlight your

certificate to be exported. Then click ‘Backup’ taut
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5. In the ‘File Name to Backup’ window, decide whesesaive the .P12 file. Locate and choose a
directory for this file. Type a 'friendly' nametime File name box. (For example: or a:\chantaiman)
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6. Enter the master password for Software Securityid@eand click ‘OK’ button. Note: The Master
Password was set up by yourself when you impor€dre.

prompt . {

iié ' Flease enter the master password For the Euzi.ftwaré.'ﬁecuritv Device,

!****** !

7. Type in a ‘Certificate Backup Password’ no lessaitBacharacter length (you may select a new
password if you wish) to protect the .P12 file. ifodick 'OK' Note: This Password is for protecting
the .P12 file to be exported and is required winenftle is to be imported again. For security mgs
please separately keep the password and .P12 file.
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Choose a Certificate Backup Password i i[

The certificate backop password you sek here protects the backup file thak wou are abodk ko create,
You must set this password Eo proceed with the backup.

‘Certificate backup password: |*********x* |

Certificate backup password (a03in); !*********H* [

Imporkant; IF ﬁ:uu Fu:urg'et_ yaur certificate backup password, yoo will not be able to restace this backup
later. Flease record itin a safe location,

Password quality meker

_[ ok | [ cancel ][ “Help ]

8. Click ‘OK’ button. The following message box wilppear and your e-Cert is successfully exported.

plert x|

r: “Successfully backed up your security EE:rtiFiEatE:'lif;:I and private kﬁy('sj'.

(o)

Your .P12 file is now available for import to othegsplications that can accept this

format.

Important: The PKCS#12 file is only a temporaryate file. When you have finished using your
certificate in the application (browser, messaginggram, etc.), you must immediately delete the
PKCS#12 file from your computer (using Windows Exel) and you must also remove it from the
Recycle Bin as well. If you fail to delete the PK#EIR file, you may forget about it and this couldabe
security danger. You may move the PKCS#12 file logpy disk or other secure storage media (USB
device or security token) and keep it in safe pxea backup of your key pairs and certificate.

Should you have any question on installing andgisiCert, please contact us at

2921 6633.

Page 4



