How to import your e-Cert into browser?

Certificate Import Wizard [ ]

File Lo Inapurt
Specify the file you want ta mport,

File name
A:|0000095640.p12

©BRowEs. . :l

hote: Mare than one certificate can be stored in a sinale file 0 the Folleming Formats:

Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)

Microsoft Seriaized Certificate Stare (.55T)

< gack et > Cancel

3. Key in 16-digit password shown
on the PIN Envelope. Check all
boxes and click :

Certificate Store
Certificate stores are system areas where certificates are kept,

Winels an arfrmatically select & cerbficabe store, o you can sperify 2 lnratinn For

& Ao atically select the certficate sfore Based on the type of cer fficate!

€ Place all certfficates in the following store.

Certificare ctare:

B,

< Back I Lext > I Cancel

Personal Information Exchanae- PKCS #12 (PR, P12) 2

Certificate Import Wizard 4

Internet Explorer

Before you import your certificate into browser, please ensure that:
[] the version of your internet browser is Internet Explorer 5.01 SP1(or above) ;
[J you have received the certificate file (contained in a floppy disk) and the PIN Envelope.

1. Insert e-Cert floppy disk into Drive

A, open your certificate file and

click :

. Your certificate file is shown here,

click again to continue.

rertiticate Tmpart Wizard

Password
To maintain security, the private key was protected with a password,

Type the password For the private key.

Password:

¥ Enable strong private key prorection. vou wil be prompted ewery ome the
private key is used by an application if vou enable this option.

I waark this key a5 exportabie. This will sliow you ka back up or Eransport your
Feys at alater time.

cgace [ mext» | Cancol

. Select ‘Automatically select the

certificate store based on the type
of certificate’, click and then

-

5. Click | SetSecuityLevel. | and set the

security level to ‘High’, and then

click :

Importing a new private exchange key [x]

Create 5 passwoid to protect this item

Creats a new pazsword for this item

Cryptod Pl Private Kep

[owense
Confirmr sessss

Passward for.

Password

cBax [ Enish ] Cancel

Importing a new private exchange key [ x]
Choose a securty level appropriate for this item
 Higlt

Request my permission with a password when this

item is to be used

" Medium
Request my permizsion when this item is to be used,

< Back I Mext > I Cancel

7. Follow the instructions and click

6. Create new profile and set your

password or select your existing

profile, then click )

to complete the process.

How to view your e-Cert?

1. Open Internet Explorer, click ‘Tools’

and select ‘Internet Options’.

2. Select ‘Content’ tab and then click

Certificates.. | .

3. Select your e-Cert in the ‘Personal’

tab, then click :

Internet Dptions EHE

Eenalall Secur\lyl Privacy I Ennnechnnsl Programsl Advancadl

r Content Advisor

Ratings help you control the Internet content that can be
@Z wiewwed on this computer.

T Sattings.

r Certificates
% Use cettificates to positively identify pourself, certification
@l authorties, and publishers
Clear S5L State Certificates... Publishers. |

 Personal information

b AutoComplete stores previous entries
and suggests matches for you,

Micrazaft Profile Assistant stores your
personal infomation.

AutoComplete.
My Prafile...

I § I Cancel | Apply I

Should you have any questions on importing your certificate, please visit our web site at
http://www.hongkongpost.gov.hk or contact us on 2921 6633.
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How to import your e-Cert into the browser?

o]

ERRQEFEN

Type § ;Smart ID Card
FREE SY—

Free e Lot @)
3 one-year

Apply for
) e Gert Dffer ; . Ec. EIER
:
,

rifcation Pracsice]

Staloment®

3. Select ‘Privacy & Security’ and then
‘Certificates’.

4. Click | Manage Certificates... | .

You have certficates from thess organizations that dentify you:

Certificats Name
< Hongkong Post
. CHAN Tai Men

{ Sevunty Device | Purposes | Seril Number | ExpiresOn |59

e

Help

] [ Backwp | [Backup AL} Tmpost D[ Delete |

| Q, X5 X*) [[ T Vongionggort oo 101 &l J é-g @ ] .
/B % doe ks @ e 8 sk bt
R[S okom & HngoeToacCot &

Z ] 2
< Honggorg Pte-Cert |8 -

Netscape
Before you import your certificate into the browser, please ensure that:
[] the version of your internet browser is Netscape 4.72 (or above);
[J you have received the certificate file (contained in a floppy disk) and the PIN Envelope.

Start Netscape 7.1

Click ‘Edit’ and select ‘Preferences’

from toolbar.

Category i

b Apprarmnce

= Hev-gator Cliznt Certificate Selection
History Decide how Netwape ceriatr o ane
Languages
Helper Appleatons @ Seleot Auomstically () Ak Every Tins
ot Brovsing
Intemetsench Manage Certcates
Tabbed Brovsing Tse the Cerlificate Manager to manage your persanal certfcates, as ell as thase of other
Dowrlosds Deogle and cerificate authorites

b Compaer G ot D

< Privasy & Seourty .
Conkiss Manage Secuwity Devices
Images Tse this button o smanags youx secuity devices, such as smart sard.
Fopup Wincows
Forms Manage Security Devices.
Fassvords
Master Passwords

b Advaned

Offtne & Disk Spaces

. Click and insert the

floppy disk into Drive A, select your
certificate at floppy disk and click

-

6. If you have not set up ‘Master
Password’, please set a new
password to protect your
certificate file, then click

. (When you complete

the setting, please go to step 8).

a Fleas enter the master password for the Software Securtty Device.

[ ]

8. Type the 16-digit password shown
on the PIN Envelope and click

to continue.

9. Click again to complete

Security Device:  Software Security Device

Current password: oteel)
How psor

o o i
’— Password guality meter

(e 0000

[ O ) [ Camcel |[ Heln |

7. If you have already set up ‘Master
Password’, please type this
password and then click

.

ord Entry Dialog
Pleaze enter the password that was veed to encrypt this certificate backup.

R
[ 0K ][ Cameel | [ Hep |

the process.

How to view your e-Cert?

1. Start Netscape and click ‘Edit’ and
select ‘Preferences’ from toolbar.

2. Select ‘Privacy & Security’ and
then ‘Certificates’.

3. Click [ Manage Certificates.. | . Select

your e-Cert and then click

Wiew

o Certificates | Other Penple's | Weh Sites | Anfhnrities

Fou have certifivates from fhess orgsnizations that dentify you

[Certficate Nome | Sesumty Device | Puposes | SemmlNumber | ExpuesUn ||

WCHAN Tad Man

CFev D[ Ewkw | [Bakuy i) [ Tugnl ] [ Deleie

Should you have any questions on importing

Help

your certificate, please visit our web site at

http://www.hongkongpost.gov.hk or contact us on 2921 6633.
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0 # e-Cert H4ERE A "A Drive" » SRER"EHE " (My Computer) BIRK A:
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W ERERBIREER] www.hongkongjockeyclub.com
+E5 www.esdlife.com

B R RS E www.ets.com.hk
CP1897.com www.cp1897.com.hk
LIk 4 www.layoyo.com
Go2HK www.go2hk.com

HP www.hp.com.hk
REnER4T www.hkbea.com
KETERIT www.dahsing.com
REFES www.taifook.com
REEABRAR www.transunion-hk.com

ERTHEEPBIRFEESE
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PILT MR AFHRRES ©
BERTBLERBERFES1 (B0 REFRD)
http://www.hongkongpost.gov.hk/product/download/root/index_c.html
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http://www.hongkongpost.gov.hk/product/download/root/index_c.html

Change Password Programme

0 Logon to http://www.hongkongpost.gov.hk/product/download/
changepin/index.html

O Download the software
O Follow the instructions for change of password

How to Save Your e-Cert in the Hard Disk

0 Insert e-Cert floppy disk into 1.44MB floppy drive, then open A: in "My Computer".
[ Select e-Cert file (with suffix as ".p12"). Then in "Edit", select "Copy"

O In "My Computer", open C:

O In "Edit", select "Paste". e-Cert will be copied to C:

[ Select e-Cert file, then right-click the mouse

O Input the file name, e.g. "HKJCcert.pfx"

e-Cert Applications

eWin www.hongkongjockeyclub.com
ESD Services Limited www.esdlife.com
Government Logistics Department www.ets.com.hk

CP1897.com www.cp1897.com.hk
La Yo Yo www.layoyo.com
Go2HK www.go2hk.com

Hewlett-Packard

The Bank of East Asia, Limited

Dah Sing Bank Limited

Tai Fook Securities Co Ltd
TransUnion Information Services Ltd

www.hp.com.hk
www.hkbea.com
www.dahsing.com
www.taifook.com
www.transunion-hk.com

How to download the Hongkong Post Root Certificate

There are two Root Certificates issued by Hongkong Post CA and you need
these two Root Certificates to validate certificates issued by Hongkong Post
CA. They are available for download at :

Hongkong Post Root CA 1 Certificate (e-Cert for Smart ID Card)
http://www.hongkongpost.gov.hk/product/download/root/index.html

Hongkong Post Root CA Certificate
http://www.hongkongpost.gov.hk/product/download/root/index.html




