SUBSCRIBER TERMS AND CONDITIONS OF BANK-CERT (PERSONAL)

IMPORTANT: READ CAREFULLY

The Postmaster General as represented by the Hong Kong Post Office (““HKPost™) and the
Applicant ofa Bank-Cert, intending to be legally bound, agree as follows:-

1.

The Bank-Cert Certification Practice Statement {CPS”) governs the issuance of
Bank-Cert (Personal) (“Bank-Certs)”) and certification services provided by HKPost. The
CPS is publicly accessible at the HKPost web site at http://www.hongkongpost.gov.hk.

. By submitting the Bank-Cert Application Form, the Applicant confirmed that he/she has

read and understood these Terms and Conditions and has had full notice of the
obligations and liabilities of the Subscribers and Relying Parties as set out in the CPS.

. These Terms and Conditions incorporate the CPS, constitute the entire Subscriber

Agreement referred to in the CPS between HKPost and the Applicantand supersede all
prior or contemporaneous agreements or understanding between HKPost and the
Applicant regarding the issuance of Bank-Certs.

. By submitting the Bank-Cert Application Form and its receipt by HKPost, the Applicant:-

a) agrees to pay HKPost the appropriate fee in respect of the issue of an Bank-Cert
unless such fee has been waived by HK Post in writing;

b) agrees to be bound by (i) th ese Terms and Conditions; and (ii) the provisions of the
CPS;

c) agrees that the use of the private key and the Bank-Cert is solely at the Subscriber”s
own risk;

d) agrees that HKPost does not give any implied or express warranties inrelation to the
keys and Bank-Certs issued by HKPost;

e) acknowledges that if he/she does not discharge his/her responsibilities as set out in
these Terms and Conditions and the CPS properly or at all, the Applicant may
become liable to pay HKPost and/or other persons (including Relying Parties)
damages in respect of liabilities or loss and damage they may incur or suffer in
consequence;

f) agrees to undertake the obligations to protect the confidentiality (i.e. keep it secret)
and the integrity of their private key using reasonable precautions to prevent its loss,
disclosure, or unauthorised use;

g) agrees to report any loss or compromise of his/her private key immediately upon
discovery of the loss or compromise and/or of any circumstance in which an
Bank-Cert should be revoked,;

h) acknowledges that he/she will accept the Bank-Cert and become the Subscriber in
accordance with these Terms and Conditions and the provisions of the CPS within
30 days upon being notified of the content of the Bank-Cert and issued with an
Bank-Cert,

i) agrees that the Postmaster General may limit his/her liability and/or that of HKPost
for negligence and/or breach of contract as set out in the CPS and/or the Bank-Certs
issued by HK Post; and

j) agrees that the Postmaster General may appoint either further agents or
sub-contractors to perform his obligations under this Subscriber Agreement.

. The Applicant, and as the Subscriber upon acceptance of the Bank-Cert issued to

him/her, warrants (promises) to HKPost and represents to all other relevant parties (and

in particular Relying Parties) that during the operational period of the certificate the

following facts are and will remain true:

a) no other person has had access tohis/her private key;

b) all information and representations made by him/her included in the Bank-Cert are
true;and

c) the private key and Bank-Cert are used eclusively for authorised and legal
purposes, and in a manner that will not infringe any third party rights.

. In accordance with the CPS, HKPost is responsible for the use of a trustworthy system

to-

a) issue and publish certificates in a timely manner;

b) notify an Applicant of a rejection of his/her application;

c) notify an Applicant of the approval of his/her application and how his/her Bank-Cert
may be retrieved;

d) revoke an BankCert and publish Certification Revocation Lists in a timely manner;
and

e) notify Subscribers of the revocation of his/her Bank-Cert.

. The Subscriber undertake s to pay HKPost a Subscription Fee for each subscription

period as specified in the CPS. The Subscription Fee shall be paid before the
commencement of each subscription period unless being waived by HKPost. HKPost
reserves its absolute right to review and determine the Subscription Fee from time to
time and will notify the Subscribers and the public at the HKPost web site
http:/Mmwwhongkongpost.gov.hk.

. If any terms, or any part of any terms, of these Terms and Conditions are found by any

court to be illegal, void or unenforceable they shall be severed and deleted, but this shall
not affect the validity and enforceability of the remaining terms, or remaining part of any
terms, of these Terms and Conditions.

. These Terms and Conditions shall be governed by and construed in accordan ce with the

laws of HKSAR and each party agrees to submit to the exclusive jurisdiction of the
Courts of HKSAR.

10.Where there is a conflict of interpretation of wording between the English and Chinese

versions of this agreement, the English version shall prevail.

11.The submission of the Application Form for Bank-Certand its receipt by HKPost will not

guarantee that it will be accepted. If it is rejected, the Applicant will be notified. If your
Bank-Cert Application Form is accepted the Applicant will be bound by these Terms and
Conditions as well as the provisions of the CPS.
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