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R R INZAE TAZ N -

“EERTERGRL” AEARRIFRE S RS, SR N SR EAORZ AT E AL, A TT
B R TR S A N B R P 7 A 2 U A8

“ LRTIRAIE” F520 th B B AUE 15 R 2 BhiE
“HAMN” FRE LG 553 LA L 4

“RAE” AR TSRS, fR BT AR, Sl A R e Rl R, A
BTN

“PKCS#11 FABE” f5 M E (PIWERER), BOTREAHATIES SO s T fesr, IR
7 HH RSA SR E A A TFE R R A bRE (PKCS) HHA 11 50 M5 B A T ARVE KBRS
1M %2 FL V3R AT FIPS 140-2 55 =2 slih B[k,
“HIBIRBERK” RAMILGILE 08 & (MBBEEA&B) Prigg k.

“RANBERGHRL” FRNCX BB b A A 36 5 2 SR

“CRATTERGRE” RIS R P VR SR A 8 2 AL
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“URTES” 4
() R 22 N 2 TS

(b) R 22 ST LA 2 A, KR S 2 U o
(©) 45 34 BB IZHEBL IR Sy U T 2 515

CUTFTRAENLR” FRIRGE S 21 F00 T ZAZUEN LR B 34 48 Prid AN LK

“CER” ARAEAATEBS B A B A 5 2R E 2 B, IR A7 A T Al S TR
R IB AL I 2 B

“BAEBIEHLR” fE A B, REF I IEBAT A M BAZUE LR — € IRRe, IR tE
IS BAZAER LG 2 357 TR 55 ZBUAA

“oryERRA i WA e U TR ) R A
“RERERE” R AEAE AR PR R AR DAL AR 5P AT R B SRR S
“BBANR” MAERAENIGT F SRR IZNLR S AW S 3l s 2

“7 K “BE” AUREHEERIAEBURNC R B BRI AR S, SO N BCR T 2 A
(ORFNIY A

“BRN” RGN BN
(i) AERE R4 BRI SRR IR T
() COESZUET; 85
(i) FFA S H TR A 1A T3 RGR0 NY. 2 FA N B R A 5

“BWARL” FEHEIC AL EIEBAT S P, A AR HE R MRS IC N SRS
LALLMV N ) 253K o

“EAR AN F5 114 BN IIHUR s TSR AR C 388 I AN WSS AR SR AZAE A )
N B IREE R BATUEB WU Z H LR o

“WHRR” BTG LU NITA &M OLNREE . Bk SR

(a) & B e] il 2 AR KA AT 5

(b) FERTPEAEHITGOL R AENE SRty sCRE T 6 BIYI P e R IE A 35 7 THHA 245 B
(© EHMIE ST ILEEDRE: M

) I ez wa i,

APAT TR 5 %01, WELHBEZEMS R TIAET A AT ERAR DS, THXETZ &
NAREBN, MEHRLEE A WA UER .«
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FY3XB - B EREURATIET#

M= B

) BTES A EBHER

EEALAFR | EALAE
FRAERS (Standard field)

fiAs (Version) X.509 V3

5 (Serial number)

[N R G

BEZHART (Signature
algorithm ID)

shalRSA

RATHEZHR (Issuer

Name)

cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

B (Validity period) |AEF ot [ FHIBBOR B UTC W H]
before)
ABF Not |[HHFUENEEBIEFIUTC HTH)]
after)

EELFK (Subject name)

en=[FHE S HEMEA] (D

e=[FLFHRATHIRE]

ou=[BFIASFERT] (W3

o=Hongkong Post Bank-Cert (XXX- Personal) CkfiA:4)
c=HK

ERATFHELATEEL (Subject public key

info)

iR (Algorithm ID): RSA
ATFERGRE (Public key): 5 REK E H11024-bit

KHNRHIBHF (ssuer unique identifier)

At

B NRAIBFR (Subject unique

A

identifier)
FPRAESEIRAEAT (Standard extension) (FES)
PIREBERRANLTH | RITE cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK

FF5 (Serial [ KHAALZRIR]

number)
EEEMER Key ANTIATIN, BhSREE, EAdRL N
usage)

(AR G AAD
EFBBUR (Certificate Policyldentifier = [#fFPUAS] (it 6)
policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk

FHHABZFK (Subject |DNS (200 B U S O UE S 0S] (D
alternative name)

rfc822 LEBFAA AT I Hal] o

F—HFBIR |ZIEB NS H RN

3L F 2 Fx

(1* Directory

Name CN)
RATHEMBFR ( ssuer FAEH
alternative name)
HEAMRH (Basic F R &Sk

A UEMBEARATIE TS UL/ )
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FALEFR FEALA
constraints) (Subject type)
BRKERS |k
(Path length
constraints)
SEA AL RL 4 A KATH
(Extended key usage)
T RARE R AR SRR = [UF TS P R AUURL] (i)
(CRL distribution point)

Netscape ZEfFAEAL (Netscape extension) (LS

Netscape IEHISHE! (Netscape cert type)  |SSL client, S/MIME

Netscape SSLAAIRAR B (Netscape SSL | A A

server name)

Netscape #&VF (Netscape comment) AAd

B -

RS N2 3 Sl - kI CRE)D + 4 (il CHAN Tai Man David)

B A TSR B P sl (i B AR bk, RS S

BIUNSHERT: 10 BT

XXX AAZUE IR FE (MR B

BRAE S AMTEI, BT AR UEREMARAAL I Netscape JEMHAS L7340 “dEREE”  (Non-Critical) FEMAZAT .

A CAL R A AR AR M RS (Object Identifier, OID)o T AHE N AL, 5214

AR 1.1 4%,

7. WE NS ARIE S (RS N 1B hkid_number F7m )42 28 FE A IR 5510 L 25 28 9
Al — 2 BB (LA cert_hkid_hash E7R)fa, FAAIETS:

N S

cert_hkid hash = SHA-1 (RS Awimeter, #21  ( hkid_number))
SHA-Ih— 7% 82 B 3N RSAN %638 v KL

ZEACHI SR R AR FE R, hkid number WS E B MEECAL T WA S RD IS 2528, B OB B M EFE S
PIAES T A B0l SHA-1 ( RSAwmivater ez ( hkid_number ) )o %A% BUE 28 AL 15 N 048 G 4E (142
7o

8. EFHESE K AL URL A http://erll.hongkongpost.gov.hk/erl/eCertCAICRL2.crl »
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2) HBATIEPR WMD) EPKR

EALB R | R 55
FRERS (Standard field)

WA (Version) X.509 V3

5 (Serial number)

[ A B IS R S B

ZEZHRA (Signature
algorithm ID)

shalRSA

RATHZFR (ssuer)

cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BRI (Validity period) |[AFF Not  |[HHEHEMEECECE UTC W (8]
before)
ANBRF Mot |[HEFUISBREFIUTC W E)
after)

EEZFR (Subject name)

en=[FAH F ZEA] gD

e=[FL T ISAE HbAE] (o

ou=[FILASHERT] (i

ou=[ MV B CUE T2 5+ AHIE 15/ 8 0 B 5+ L) ok
ou= [ B ANMIALIR] GiEs)

ou= [ B AW AT T 1 28 HK

o=Hongkong Post Bank-Cert (XXX-Corporate) (FiE6)

c=HK

FEEATFFEBREE (Subject public key

LR (Algorithm ID): RSA

info) TP (Public key): #5056 S8 A 1024-bit
RHNRFNBFR  ssuer unique identifier) | Aff
Biw NRFIZ R (Subject unique KA H
identifier)
FRAESEMHAAL (Standard extension) (7>
PIRBBEBRIRFZHE | RITH cn=Hongkong Post Root CA 1,
(Authority key identifier) [(Issuer) o=Hongkong Post,
c=HK

5 (Serial [N K AALIEI]

number)
EERMMER Key AN, BOD%E, 0N
usage)

(AR KRB EAD
IERBUR (Certificate Policyldentifier = [#F1RAHS] btk 8
policy) PolicyQualifierID = CPS
Qualifier = www.hongkongpost.gov.hk

FEHHEABSFR (Subject |DNS AAlH
alternative name)

rfc822 LEBFAA A LTIl G

F—HFBIR [ZEBICH RS H AR

3L F 2 Fx

(1* Directory

Name CN)
RATHEMBFR ( ssuer FAEH
alternative name)
HEAMRH Basic F A b= E SN
constraints) (Subject type)

A UEMBEARATIE TS UL/ )
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FALEFR FEALA
BAKERS | L
(Path length
constraints)
SEA AL RL 4 A KATH
(Extended key usage)
UEF AT B4 R R YR BT = [UE- TS 50 K OSURL] (k)
(CRL distribution point)

Netscape ZEfFAEAL (Netscape extension) (LD

Netscape IEHISHE! (Netscape cert type)  |SSL client, S'IMIME

Netscape SSLAAIRAR B (Netscape SSL | A A

server name)

Netscape &VF (Netscape comment) AAd

W

1. Rt skt - K CRS) + 4 (B9 CHAN Tai Man David)

2. ?‘**X)ﬂ)ﬂ}f)?ﬁfﬁﬂ’JEE?HiMEimﬁt A IR b, A S

3. BuASHEHT: 10 AT

4, “ﬁikﬁiaiﬁﬁ%%" B — o 16 MECe R O 11 e B R B B e e ) L e

BACUEB S, B4 A2 “0” )Y, “WAHER / BB s AL o — & 8 Ay R
Tmﬂﬂﬁ%/ BACIEPgRT, BTN ZC “07 )] “HAb” B &£ 30 7ot (Wh). mikEE

BATEIXBUR I RS &7 MHES / BciE " A E 0" ),

(Bl HKPO ACRFEFHMEB) SN HAh” #2447,

B 11

5. AT SCARREUR BRI SO BB U LA AN A A Y s CLAAZUE A LR U SE 3.1.1.4

%)
6. XXX ABIEFLHRAFR LR ED

7. BRAESANER, FrAREIEAEAL M Netscape SEMAAALIY N “dESCHE”  (Non-Critical) ZEAHAAL.
8. AFCAREAAEENLAEN RS (Object Identifier, OID)o J& T AHEN KRR AL, 5S4

AHENEE 1.1 4%,
9.  UETU A 55 & 5 URL A httpe//erll.hongkongpost.gov.hk/erl/eCertCAICRL2.crl »

A UEMBEARATIE TS UL/ )
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BI3%C - B AREUE S MAHTHE £ (CRLF

HiRC

Fr s M BUCRE R = VKB S A A I8 FE 54U . CREOBT IS A) g B I TR) 09:15+ 14:15 & 19:00
CENAS AR JEVE BT [GMT] B 1] 01:15+ 06:15 & 11:00)); UEPRUHTE 3G MR IR AAZ IR VR ML )
T S R P A 70 15 PR 8 R

a)

[ FIFIEPBEE R ] (Partitioned CRL) W & 70 41 BT IN A B CHUIE BBk &

A FAEUEH) [E RS E 550 &5 (CRL distribution point) | #2447 N E R URL SREUAH
KM T4y 3 RAE B RGEE .

b)

N URL RHC [ HEAAUEAS A o )

http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRLI.crl; BY,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong

Post, c=HK).

[BAIERBMEER | (Full CRL) B85 P 8N A sl SR IE B Ao 2 0m] 1L

fEIE W OW LN, BB TR S, S PURE SR (- A AT CAHENZR
2.5 %600 TEANBETIUN B AT 5 MRG0, 7 T IS ESC P A A 2 208 6 5 50 bR i P 4 Wy B

B AT
53 1) 2R HEARAUE P RS S A -
FRUERAAT (Standard field) | FA%A (Sub-field) |73 I 2UEFRESE | 3AARUE RS B |5k
LR =Y VA E T P 75
A (Version) v2 PO B RUE T U Fs X
WA Hg X.509 55 iR
B AR (Signature shalRSA B o ] LSS AR

algorithm ID)

LSRR Y

KAT# (Issuer name)

CN=Hongkong Post e-Cert CA 1

O=Hongkong Post
C-HK

SEA R 2828 SR IR A
LN G|

BEYREEH (This update)

[UTC IRFfa]]

SR SR AR A ST 0
I G2

R BT (Next update)

[UTC It )]

T FUKUE T ol 1 B
IR TERZ FR (R
W) L TASTRROHNLE
Bt ARIERATEARLYEN
5 TS AR T B
Rl

HUASIE TS (Revoked
certificates)

FEP (User
certificate)

[IEF5)75]

SEA A H SRR RS 9 LAIE
B s ARy

o GERRR

(Revocation date)

[UTC HTA]]

SEA B UE A5 1) 3

LEANTIE RE G CE 2R
LGB RER AL
(CRL entry
extensions)

JREARHS (Reason

code)

(HEUE B R )

CPRAE D

FRUELE(HAEA, (Standard ex

tension) BV 2)

WL R R 44 B
(Authority key identifier)

KATH (ssuer)

CN=Hongkong Post Root CA 1

O=Hongkong Post
C=HK

SRR SR AEAT R BOR AU 4
BB F I RN Y
R TRCS A TT A

A UEMBEARATIE TS UL/ )
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PRAERZAL (Standard field) | 34247 (Sub-field) |70 FIFUE-FHRATE | BEAUE RS 1 | & 0E
BRI FARL A
J¥ %5 (Serial (R AUEF 5] B o At NAE B 5

number)

UEAS T 55 (CRL

number)

[FHIZIEZ 487 4]

A P G

@i 5 LU A

K NGY R (Issuer

distribution point)

[BA DER J5 =5 fid
I U G H 53
i (Encoded
CRL Distribution
Point)]

(BER2R” Rg”
(=X

CRAEH]

AFERLAR A 3 AR T

A .

B -

Lo DUR ] FHUBHEBAAL 41 A B iR .

0= ARIEY 1= HHEBRSNIE 2= BIENICTORSMIE; 3= S AR,
4= AEPRIRAG 5= BAENLRZK st 6 = IEBHCE I

HI T B AT A UE A I St X, BT L T RARAS ) 2L [0 o (B TRVEWT Do

2. BRAESIANEM], BT hRAEEAFRLAL A 0

“QESCEE”  (Non-Critical) #EHAAT .

A UEMBEARATIE TS UL/ )

2009 4 12 H 14 H

WA 1.3.6.1.4.1.16030.1.2.8

(-D.’fongkong Foste-Cert
FHEBRETHE

37




D - FHBIBEHRTIES — RE[E

HRD

R4 BATER (DA BWATIER B
Big A\ FEAARAE U S IE S0 18 & |FRAUERE AT BUX BURN 28 KA1 3
AAE M B ACIE Z MLAE B R A s A vT
AR E A
EBREA HIESSRUN B NN 2 8 5 5 53 I A AL
P
RG] HK$200,000 HK$200,000
ANATHE S & s
Bt B Ag R 1024-bit RSA 1024-bit RSA
ZAEBEHLR L% B W% B
HIE R X 2GR P A U AR ) P 7 S A )
LG4 P AR W IE=E /i SRR B HRFAARR I 5 1
Ui elin)iibes B 28 KN #% B 258 KN #%
EPHNEEZERANE (= FHESOUE LSRRI B A AR
72! s = FRUT Sk 44 R LR
= HEG RS I AR A His -
(hash value); . FILNSZE g5 (AR
= HRHbhE; K R 4D
s BUASHEGS (RS B AN Z AR [ RE
R et
BieBARERERY (WK E LHsR E

A UEMBEARATIE TS UL/ )
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MIRE - EHHERBURATIE PR G eI %4 B

M3RE

BAEEEHLR TR / IEFB LR EPER | RBE BN H WHUER AR / it
FkE B | ATE WRHE B0
(¥ 1) i
FEEMARAT AR A | AR AT R —AE 1 EHATIERFAEAMENS | B—2 80 BT Iu 2 R BATUEBANA):
"l o/ SEE TN A LRGN | BN BN E R HgE . 60Ms T
www.shacombank.com. | 17—/ A) Hiz, SN H Ko AME: BRAN /
hk B UE S A nE R MR A E A HAG . HT
R A B i AT
T VR S R A TR —4E 1 BATUE B WLI):
PR R R BHUEL: 20%0
1T—HLH) FOF HE BRI 120

n

Lo o3 AHENIER 3.2.3 B

FUEIBBURATUE TS LU HER)
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