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WD. FBIECHERZRERT, Bk RATIRFIRBGE AN R RS E ARG ARG TUR
HMESEAR O, W DR BT ATE AR S5 WU A MR B SO R g 24 W E I RS, A%
BIRGSAU NERFISNEG ) o LS OR 22 1 A 52 55 2.6 2K 18T LE 2 VAl . B I HIRIECSEAT
TR IRV AR BRI R A SIS AT R G, AR IB . AR IR IH A I, A B IR Ok
RGHSST), WERRPTA AT BEREMA IR 95 22 4 P 45 S A7 IF I LA

6.5 A= i R BABOR PR 22

AU M BUR]E FEHIRE T, N HEEBUZUENL R R G B AR R A A . I EE N 3 e il i

Fr LA 1) - M A o0 2R G i PR A 8 S 5

IREERE e K AE I A A B E AR T

a)  LRHHE T IERSHUN SRR OL T B eV BT T & TAE, $Re s — B
AR N AR

b) KRR LI R B BT AT R

o RRME. 184k, PR AN RIS X 70 A AL

d) R RIT A BN R BORE R 28 GEEAT AT 2800 1) P47 6 i

e) AR IEHIREF CERFEART RGN K IEE MR SR A st (s EA
BRFRRA B A% T S 5

0 ARG ELATHAT LN ENVHE R, EMPPE N R RS S L RN R
HByEAivEcs

9 XPRIMBERE LRSS AT 2 E B A R Y s

hy  BEPRE RS R A A ] CABER I anis R R AR/ B B8O IRE R, Xz & i vs Al
O3 ZENRLFAZS.

6.6 P25 PR 22 il

A M EAZUE LR RGUR ] 2 5 Kb NARAR . 22 e s vk Bl v R G0 S Al Rk 42 B
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ISR AR HL T INE AR S5 AU 0 28 A5 1) 22 4, N BERTRRCAS 5 7 ST o) TR0 48 A S 0047 LR T A A
BTt DUGIA SN REER, FCE R sV 3R U FT A e B BZAEN L < iR 55 #ik
JER] BEREARK 19X 2% 1) XS o

6.7 MR TRE 4=

Tk MU FH 2 25 25 B %5 /09K ) FIPS140-2 56 3 2%
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7. EH. iEBEEEER

7.1 IEEPEEH

AUENHE K 2 AEHANE TN T IRE RIEN S 5 MAZSLZE R E S 522 AT
CRVFH F A% SEBUE 2538 2 N TR R ) o A HE B S 2 AE 5 —4EPL X.509 28 = hieAs 2 A% 20k (I
M B)o

Pt D 3 S 25 A s MR TE 2 S o

7.2 IE PSR

i B EIE 5 HUBH T8 B 2 A% 208 X509 26 A (IR C) -
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8. HENIEH

AN 2 Fof — RN EFHM B LA, RN — & F AN T
hitp://www.eCert.gov.hk BLAEHSMEE A7 ZE A AT, ORI A2, FERE U 2 5 3R R UEF [ H G
NUCASEAR NI B L R T 7o AT AR5 AR HE AR R X0, A S IR 8 SEBR nl AT I B o R R i
FIEOF EIRBH A M. SN BIE A S AN L] M EHREC T http://www.eCert.gov.hk LA
P IS SEAC i A7 P26 0 U b ) A S L THA RROAS
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http://www.ecert.gov.hk/
http://www.ecert.gov.hk/

sk A
=
fi¥3R A - EIC
BRARSCR A TG, R B SR AEAME N AR SR

“EBER BEIEBmE—

a)  FERENEZIEH AR BORAIR R G ZIE B AT, fi—
@ B VZAIE T30 R 56 12 IR B VA 1) 5
Gi)  SEAEAEZAETS N A A BE A7 PE N A s
(i)  HFRZIE; 5
(v) DA R ERAMNZIET; 5

b)  ERENESTEZEBWNTE L BRI R A ZE BRI AR R, f8—
@) TVZIE A2 B85 16 T2 N I SR AER 1Y s
Gi)  HEAERZIE S i A A BRI A s B
(i)  PAFAh T RE R ADIZIE ;7

“BAREEEEA 15 PR, BB FTOGRE . USB 1G4k & /8 PKCSHI1 A E, w1 Aish
(1 HL S S AL N R AL o

“RIBN IREARANBGE AT A TR -

“ERHELRR” AL R H IR 2 RG22 TN 8 02t FIAE 7= A B 2528 2 F N a5 g B A A% sk
BB 2 NI R R -

“REBRR” BN ERE.

“CRBUAAL” R AN E T I RAL TSI AN CRBUZ AL A T2 B i AU R R e (R [
AN TR o

“RAHF” RIS R EE s TS AU AR ABUZ R R R 2T T2 AU B THIE T
LKD) B NEERDRL . B 2 512 8L AU DIERNE R AR RO

“CRBUMBTER” SR PARITIE TSR SR b AR IE TS 5 BTN 8] 5 BA TR L A TF AR e AR E TS 2 BB

“WLAERBE e AT AR S e R S R -

CRAENLRBANCR” 48— FZIENL R BUS A R G HIRIC R, A4 I & T LURR S8 WA AT ARZIER L N iZ38044 K
HAEf .

“HEF” B “HTIET” B AU N ITH R AR
Q) HUZIENLR Y IE BB 28 22 B AT A T 12 B 25 28 P SR O DA e A R TR o o o i o B 7 s AL
fth 2 AL 5
by BUIA R AZIENLR
o TRBBRAIR ARG LR
d)  BEIZIRRG L RE AT E R, JIf
o) LRMAFIIZIENRZEE -

“BRAEAELAEN” s “HEN” FRAZUENL IR H DA B AR A IR I8 Y 2 A Mk S5 55 R e 2 U

“VEFBBEHTE R FIZAE R AAEE S5 5E BN (0] 5T S A TE R ATF S RET (B SNE ) Z Bk},
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“EL” RE NI I 2 A EAZUEN LRI SN S 2, LRAEARIME T 2023 46 7 1 H A 2026 £ 6 3 30 H
SRR AR AL HE U 32 B R A B MR B AL AL G 2 R 55 e R ¢

CRE” TR TR S A RA T RGN HRE B THFE, HA R HOEEBIBEAR AT UL
S5 E 3.2 B RAEZAFN, MBS L%, NEHBITBUE Z LR I EAZ N R Z IR 55 K R 5t .

NP5 ) A N A A L A= =) = i R IR L <

bG8 SEI 7 R H UM BT RRHCR MR 25 33 2% T A Z N AT AZIERL IR 55 55

“HISREE” M TR S, EEBEANHTEE, B ARXITRE R G AR RO A T DA R A e
PRI, AR IR AR 2 R AR i 2 T 2R SR M RSB N AT T R R LA 5 -

(a) IZHHRAL B T 528 F NN TP R R N 2 F N B = 2 A

(b) B E, RAZ BT AR ERAEAE .

“RBICN” SRR A PR AR AN N B .

“BAEMIA AR A ORI EN NS, SCFRS E N E: 1) WER R B AL AR S ST k2 B AL
(ICANN), (i) B S84 B B AE MR, B Gi) POBE BE iR CRUEILA SO . 7R, AR dMEEEEFEND.

“ETIEREHEUSB” N—F USB HRINICIZA, RBAF B L BRI EER. BB TIEE%E USB Mg aSaE®
WEHBEM TT http://www.eCert.gov.hk A Aii o

“HFEFAEEEAR" 4R A, Blani IR RS R USB, H T AR TE B AR N E DAL

“BTLER” RRMAG LB D, MiZLx:
(@  BEERIMARGANLEREE D BIRARGHEEE N —DBIRARS; JF
(b)  RERBAAAE BTN ARG B B A

“BTEE” 5 HE TORMERERE DMK B A TR TR BOH TR AR AT S, %A
HH T AT 5 O AIE SR INZ A R 2 H )58 SLECR AT .

b

« TR

“BARIE" T AR BT X BUN NS S5 A R A B e, AR e S e
R BAETRL S0 AR AR D, AR R R BRE

“BRARG” REFELLFIrA R RS
(@) ACFEBEIR;
(b) LFFM;
(c) REREMER A KB AEEDNRA TR B IRARGRN, BineAEHR T IRE RS RGN Ay b, &
() FEHMER R BRI 255 BN SR B A 1Z R AN BAE AN T AT AL 2 BHR RGN -

A N BRSERRE T AN, MR RIS S, B2 AR B AR I RS

“BEREFRMS " BB R (BLSRG) (B 112 50)10 BRI S AL PR SRSRB I S B R T . BLS RS E M
T TR SR ) AR 55 LA AR SR A S R I SR A SRR

“RWE” I, 45
(@ HHIEZIES, RERAZIEREE R TAEZIE WAR 2 BOR BN A 4 1 ZIE BN BER, EAIZA; B
(b) FFZIEASRE A E H R T AL AR 2 BOR AR S ZIEB I BN, EAZ A, 256G Ik
5, RERAGZIES T2 A

CENERGRL” FEARXI PR E RS RS, SRR N AL K AR AR AT R R, % A TF S R AT A% SHZ AN
R R A 2 B

“EINEFRIE” fEHES ARG WHIBUG ARG ) CEAEPIHE TR IET HINIME) R CEHE R AR HIA
R
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http://www.ecert.gov.hk/
http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

CHANE " R TR M SR THET (WD E, FZIERA S EE ST ARE PBUG AT R (B
TREAZUEBLAEF AN ), HHE- ] TSP BN A

“HMBN” TREIEILBIEE 553 & (BT %&BD.

“ANNEERD” 8T R BRI B TAE A SR N B R L Y T

CRWE” AR TARME, RS AZATE, S MO B AZ LR, AR A

“PKCS#11 s#AFKE” 1M E (BB RER), BRATEAF B IET R SRINE IRESL, JRFT 5 i RSA SEU & A Aii
A TP RS RN A AR E (PKCS)MHER 11 T I 4 B A AR E R LR, T2 B N3RS FIPS 140-2 35 = sl B
WIE.
“EBEIBER” ALY 08 B (MBEEE M) PrigEK.
“RNEERDRL” FRECH AR PR AR RO A 2 AR
CATTEERDRL” FRECN TR AR AL SR 2 2 .
“ITHES” 15:

() MRIGHE TG 5B 22 2N ZAEF

(b) BT A5 2 15 22 ZNTT 2R 2 R S b e 4S; B

(c)  HTAGFBIL 34 KPR R PR BHE BN IES ZAE+ .
CNTTRRENLR” FEARE F T2 5 215 21 20T ZAZAENL IR ERER 34 T ZAENL G o
CEFIRIEATEHI LT Ak A7 B LA A 7 2 E 2 B, IS A AR R T B A 4 5 R R B A A SR B

“RERRHIR" R EEIERE, AREFBIBUZIEN AT/ IRGE, JHEME BB O 5 T k5
ZHH -

“EdE AL, BIROBT, SRIERAEICE, HOBTIZIERA (H0 ZAERITIRIER T .

“AYEPRA” 5 ATIE A 4R T 4 L BRI A

“REFEEE” TR R REAF IR ZE T DL Al SE T A R BN SRR S

YN S8 S AT PN =PI CEER P2 PSSR S EEPS bt -3 R

“%7 e “BB7 ORFHBEEVESGRIND RE TSR AT, sz N BRI AR 77 i8R T .

“FREEHE" RSB TFIEBRNE RS IE.
“chGEF” 5 A B EERIEE B R R W R S AZIEN L OGIE S, I T8 R T EEA TE .
“HADHE” BT HETFRESAERABDZEMIIN, PATELF RS TIE.
“BIBN” BRELUTATE BTN
() FEHAET AR A BRI R AE T
() CEZZIET; &
(i) FFA 55T ZAE P A TR R R 2 N BTG R

CERAN” FRAEIC AL EBHBOT ST, R HE R A B IE A SRR SR A S AZ A ML U
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ko

“BWAN” RN THRPRBUCR CEZ A SRR AR RN, ZHU N & Bt
I FE Z B

“RURG” BTG LT ITA R IR, B SR
() A R AR LA
(b) FERIPUEFITEOL . AISEYE A 77 2RE T B0 A 24 R IR0 45 07 T I 31 5 KT
(0 FHMESGIITIEEIIRE; &
d) AKIE) ez A N

“EEER” RIERRFAE L TREL.

APATHRFZHFG], WRBLEZTSRITRERAZ AT ERRRUZLE, MEERZERANEEAN,
T 2 B 5 2 B AT ARAR SR ZAE TSI B
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Hi#% B

fff3x% B - FrISERECHE FIE M

At EEFFIR F 4 7% 2 "Hongkong Post e-Cert CA 1 - 10", “Hongkong Post e-Cert CA 2 - 157
“Hongkong Post e-Cert CA 2 - 1 7R IEAAZ B EEAE R ZR 95 108 B 0. Wak T kA&
T A A R B A AZ R E S BRI B 95 I e s o, BB E rEE L
fPyas s H BAER [FEFBOR ] WIS, 75 B AE B AR AR A% s R SE MR -

) HBFEH (A BR

1.1 #BJREF“Hongkong Post Root CA1” 2 F

PLR AIE H T B R 4E0E 5 "Hongkong Post e-Cert CA 1-107 A% 2 pRi 85 SHA-1 & H ) HE Ik

N -
ALK AN E
BFIERE (DA BFIER (A “HN | REFRKISS AL
k> BFIER (DA
PR (Standard fields)
FR 4 (Version) X.509 V3
%5 (Serial [ AWM R G0 B 1 = A0 o 7St i 2
number)
ZEZHRA shalRSA
(Signature
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
BRH AETF Not |[HAEBIFE RSB EMUTC i)

(Validity period) before)

AIBTF (Not |[HAEHEIEE RS R ERIUTC (8]

after)
FEREHK en=[FEH S IHFER] (D cn=[F S HEE 4] D
(Subject name) e=[ TR HIE] (D e=[ - FMBFAHLAE] (D
ou=[BIEANSHE I T] (HE3) ou=[BIEANSE R T] (HE3
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (FfiE4)
c=HK

EHATFELZAT R (Subject | H iR % (Algorithm ID): RSA
public key info) NI RE (Public key): 2 FORLK & 204847 78

R NIRFIZFR Issuer FA

unique identifier)

B NRAAHR (Subject AR

unique identifier)

FRUEREAEAL (Standard extension) (FHES)

PLOCFEEAIR (REA cn=Hongkong Post Root CA 1,

F 4R (Tssuer) o=Hongkong Post,
(Authority key c=HK
identifier)

FF5 (Serial  |[M A H A Ab3iE])

number)
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EALAFR EAAE
BFIER (DA BFER (A “EIN | REFRHISS AR
fi” BFIERH (DA
RS RAEA T ATIN, BREZEE, %6 (AN, FEEE AEHIN, BLEEE, EiY
1% (Key usage) o)k R
(N “RE” 4D (R “RE” 46D (BN “REE” 24D
IEHBUR Policy Identifier = #4175  |Policy Identifier = [#44iR %  |Policy Identifier = [ 1R 545 ]
(Certificate i) G e i) (e (B 6
policy) Policy Qualifier ID=CPS  |Policy Qualifier ID=CPS ~ [Policy Qualifier D = CPS
Qualifier : [RZEA NI |Qualifier : [RZUE A i g | Qualifier : PRXUEAEMLHENI
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.
1.1 (D
Policy Qualifier Id = User
Notice
Qualifier : Notice Text=[ &
HA% 7 NG (B 8)
Policy Qualifier ID = CPS
Qualifier : [AZEAE b vE U
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 CfHE 9>
Policy Qualifier ID = CPS
Qualifier : [AZIEAE b vE U
URL]
554 DNS [ INE WA S UE S (10D
(Subject 11c822 CEB R A IS ML) ()
alternative name)
RHEAG%Z A
(Issuer
alternative name)
AR BN iU 7 2 33127
(Basic (Subject type)
constraints)
BEKER (L
# (Path
length
constraint)
ST RG R A KA
77k
(Extended key
usage)
IEHHEER R Gy R EAARR = DIEPHRAEIE B4 K SURL] GitiD
2R iR (CRL
distribution
point)

Netscape ZEfHA24L (Netscape extension) (ks>

Netscape iE 5282 (Netscape
cert type)

SSL client, SMIME

Netscape SSLAAI R84 FR RAEH
(Netscape SSL server name)
Netscape 3£ (Netscape RAEH

comment)

AU IR ECF TR AL e

2023F7H 1 H

PR . 1.3.6.1.4.1.16030.1.1.48
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1.2 MBIFIE+H “Hongkong Post Root CA2” ZF

PLR AIE T B 4E0E 5 "Hongkong Post e-Cert CA 2-177 A7 % BR 85 SHA-256 & H T HE ¥

WEF (A -
EALEFR EAAR
BFIER (A | % PR 185 MERHETIER (DA
FrUEARZ (Standard fields)
A (Version) X.509 V3
5 (Serial NEEREERE 15682 N5 o o It o A2 A A i 1 -
number)
ZEHE IR Sha256RSA
(Signature
algorithm ID)
KA (ssuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
AR ANEF Not |[HIEHEHIEE RS 1% E WUTC KA
(Validity period) |before)
ANIBF (Not |[HHAFHEITE RS0 B IUTC B[]
after)
FEZHK cn=[FH B IHEEA] gD cn=[FH S IHEEA] Gz
(Subject name) e=[FLFHRAAAE] (it e=[HL THRAHHAE] (b
ou=[FILANZE R T] (HiED ou=[FILANZERT] (HiED
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor) CktiE
c=HK 4
c=HK

FEEATFELRTHR (Subject | H =R 5 (Algorithm ID): RSA
public key info) NTFERLRE (Public key): 2B FSRLAK 20484 78

RHENRHZFR Issuer FAEH

unique identifier)

B AR (Subject RAEH

unique identifier)

FRUELE(HAZ AT (Standard extension) (FHES)

PIRFILAR | RHA cn=Hongkong Post e-Cert CA 2
BB (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK

F5 (Serial [[A K H AARFRER]

number)
EEAER T AATEIN, BIDE, BN
¥ (Key usage) (AR “oeq” 41D
IEFHBUR Policy Identifier = [(#FIRAE] (i 6
(Certificate Policy Qualifier ID = CPS
policy) Qualifier ; [AZIEAE ML #E N IURL]
FE54 DNS [(ZINE BB S AIE T (10
(Subject rfc822 OB R A ISR L] (o)
alternative name)
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EALAFR EAAR
BFIET (DA |% i FARW185 MERBTIER (A
RHBA5Z RAFEH
(Issuer
alternative name)
HE 2% PR 1 EHRR (RAIUE
(Basic (Subject type)
constraints)
BEKER (T
#i (Path
length
constraint)
JEfHBR AL L SSL Client, SMIME
RJrtk
(Extended key
usage)
IEFRHEE R 3R AR = [UETHAS TS B0 K AUURL] (ihiE1D
SRR (CRL
distribution
point)
Netscape ZE{H#=47 (Netscape extension) (FES)
Netscape iEF2EE (Netscape | A< f#
cert type)
Netscape SSLAI iR 2% 4 & KA
(Netscape SSL server name)
Netscape ¥4 (Netscape KA
commen

DL A& H - B A 4K 3E 5 "Hongkong Post e-Cert CA 2-157 LA 2% 2 BR 85 SHA-256 & H I HEL T
W (NN “HINR” -

ALK XA
PR (Standard fields)
RRZ (Version) X.509 V3
5 (Serial [ EBIE RS W E ) e 75k B0
number)
BEHAHA Sha256RSA
(Signature
algorithm ID)
KHA (ssuer) cn=Hongkong Post Root CA 2 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B3 AETF Not |[HHEHEITE RS % B UTC BF()
(Validity period) |before)
ANIBF (Not |[HHAEMEITE RS % B UTC B(A]]
after)
FRBHK cn=[F S IHEEA] gD
(Subject name) e=[ T IRF L]

ou=[ZIRASERT] D
o=Hongkong Post e-Cert (Personal)
c=HK

TR ECE AR B AE/E AL HEN)
2023F7H 1 H
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ALK

AL

ERAFHEIDRETR (Subject |H 15 (Algorithm ID): RSA

public key info) ANTFERSRL (Public key): ZFHE LK FE 204817 78
R NIRFIZFR Issuer FAF

unique identifier)

BE NRFIZ IR (Subject AAd

unique identifier)

FRUEFEHA2AE (Standard extension) CFHES)

PLEHFEAIR (REA cn=Hongkong Post e-Cert CA 2
H & FK (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
5 (Serial |[A & H ALLIREL
number)
FERERS AATEIN, HiDsE
¥ (Key usage) (B A “d” R4
IEFBBUR Policy Identifier = [#/F IR AIHS] ok 6
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [AZIEAEMV#E I TURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ &3 & 1% J7 \éh] Note 8)
Policy Qualifier Id = CPS
Qualifier : [AZIEAEMV#E I TURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : [AZIEAEMV#E I TURL]
XN DNS (G &GRS E] (o
(Subject rfc822 [UE 5 R A T IR ML) i)
alternative name)
RHEAF%Z RAEH
(Issuer
alternative name)
AR BN iU 7 2 33127
(Basic (Subject type)
constraints)
BAKER [T
il (Path
length
constraint)
JE(HEERL B SSL Client, S/MIME
il
(Extended key
usage)
IEHRHHE R GRS ATR = [UE-THUASE 540 R AR URL] (ML)
7K1 (CRL
distribution
point)

Netscape ZEfHA24L (Netscape extension) (ks>

Netscape iE 5282 (Netscape

cert type)

AAE

TR ECE AR B AE/E AL HEN)
2023F7H 1 H
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ALK AR

Netscape SSLAI R385 % FAFH

(Netscape SSL server name)

Netscape #¥1 (Netscape KA

commen

B -

L.

2
3
4.
5
6

10.

11.

12.

13.

FE Ak 2 3o 2 - IR CRS) + & (141 CHAN Tai Man David)

HiiE AR AL B ISR e (i B IR kil SRR B2, i E TR bl R A% L.
FiLASERS: 10 #8T

“e-Cert (Personal/Minor)” 7 HIE AT 3RAHUE I AN 18 & (WABUEEAENIEE 3.1.1.2 %) .
BRSSO, BT bR IR AL K Netscape ZEAAZ A5 “dEJCHE” (Non-Critical) ZEMHIAAT .

ZME% CVELFEAAZ ARV ML B0 R AIRS (Object Identifier, OID)o S FAUE NP RIS, 1 2 el AHE U 265
1.1 %

AL ELB I — AN ELYGIE S 0S F E RAS ,  DAIRBI T & EUGUE 5 SEms M & AR TS

A EUHE I — AR ELE 5 50 58 SISy 7 1% 7 i o G SRR AR AE B A s X, MR CAE I
XTI P9 B 43 o A% 7 QBRI ELUGIE PSRRI “A” B e UK B4 8 % 7 20) o

AR EHE I —ANSZRE Adobe PDF 4544 14044 R ARG

HE N B E S A5 (IS5 N I3 7)(BL hkid number F7R)¥5 248 HiiE A IAL N 3500 L 838 R #6100
— 2 B BUE (LA cert_hkid_hash FR)J5, FNIET:

cert_hkid_hash = SHA-7 ( RSAwmivettey, 221 ( hkid_number ) )
SHA-IN— %32 R AT RSAN 258 iR 4

AEARHIF LRI FEF, hkid number W 2376 ZF s MRECAL BT AR BB RS IS 2028, FE72 4 OB I B O0IE 565
K2 ERE SHA-1 ( RSAwvatiay. st (hkid_number ) ), %455 508 S50 NALE P A A6 7€ A4 o

WE PR E B 5 K A URL A http:/ferl Lhongkongpost.gov.hk/crl/eCertCA1-10CRL1 <xxxxx>.crl, H 7 4k 3iE
"Hongkong Post e-Cert CA 1- 10"AT &, HF <xxxxx> N EFBI AL 4L, 08 SN FRTE/FNTE. &
WEMRE S A% [BENE P REE R BN RESEEIE RN, SEZED “ERRSER s LS
FERT P WA B 40 BIIE P U s B ) A A

UEPHUESIE B 50 & A URL N http://erll.eCert.gov.hk/erl/eCertCA2-17CRL1 <xxxxx>.crl, HIH 4kiE+ "Hongkong Post
e-Cert CA2 - 17"AT ki, Hb <o N EFBIB RS 4, B 5 MTFEFAHFHFHE. GL2019F7 A1
H Z 1 & B IE PSS 5.5 & & URL A http://erl1.hongkongpost.gov.hk/erl/eCertCA2-17CRL1 <xxxx>.crl)o it
MBS A% [ & GEHREE R . D8N BESEEIEBRR, SEZIED “ERRsER s £ 2
N7 PRV B B 40 BE PR IS B A

UE P HUESIE 5.4 & S URL A http://erl1.eCert.gov.hk/crl/eCertCA2-15CRL1<xxxxx>.crl, HH A 4%iE 5 "Hongkong Post e-
Cert CA2 - IS"ATRH, HAF <xxxxx> N E@FIBIBBAG £, B8 5 MFEREFHFE.. BE2019F7H 1
H 2wl & B FE B35 5.5 & & URL A http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxx>.crl)o Fis
MSBL A [0 E GEHREE R | O8N B sEEIE B R, STEZIER “IERREE R R a7 12
A7 P A 223 BIE PR 7 B N A
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2)

HFIEH (D) &R

2.1 HBIFIEF “Hongkong Post Root CA1” Z°F

PR i@ BT B P 4K E 5 "Hongkong Post e-Cert CA 1-107PA4% 2 R85 SHA-1 & H FHL-FIE

B W) -
AL FR AL
BTFER (L) [RFES WD “IR "
FRHERS (Standard fields)
A (Version) X.509 V3
75 (Serial number) [ BRI R G % B = A e+ 7S B 50T
BB H AT (Signature shalRSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B ¥H (Validity period) | AETF Not  |[EEBIE RS E B UTC B E)
before)
ABTF (Not  |[HFEHEMRE R SR B RMUTC I )]
after)
E&LZFR (Subject name) en=[FZBH 441 G

e=[ LT HRFEHbE] (i

ou=[FILASERT] i3

ou=[(FA U BB 545 7 BLS5 JR 52 o) + I 3/ %5 2 134 5+ FoAt) o
4

ou=[E I AWM FR] (itEs)

ou=[B I AW S AT BT K] Citis>

o=Hongkong Post e-Cert (Organisational)

c=HK

FEHATFELAT R (Subject public key

xR (Algorithm ID): RSA

identifier)

info) ANTFERLRE (Public key): HGREK 20484770
KRB NRFIAFR Issuer unique identifier) |[Afd
Bie NIRBZFR (Subject unique A

FUESEfH#2AL (Standard extension) (6>

PIREBERIRANBFHR | RHE A ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
F5 (Serial [ H N A3 HR
number)
FHEAMETE Key AN, B2, HEA% (AR, HEsE
usage)

AN “R” #2460 AN “SRE” #2460)

AU IR ECF TR AL e

2023F7H 1 H
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EALAFR EALAR
BHFER (LK) HAES (B “HINRR "
IEFBUR (Certificate Policy Identifier =[5 AIH%] (i |Policy Identifier =[#4F IR BIRS] it 7
policy) X Policy Qualifier ID = CPS
Policy Qualifier ID = CPS Qualifier : [#ZUEAE ML HEMIFTURL]
Qualifier : [#ZUEAF L #E N FURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.1.1 CFE 8>
Policy Qualifier ID = CPS
Qualifier : [AZIEAE ML AIURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (3
9
Policy Qualifier ID = CPS
Qualifier : [AZIEAE ML AIURL]
E4£F4& (Subject DNS [0- 1045 & B 4RTE] (100
alternative name)
E—H&EEWR [ou=[ZFiC AWMTSCLIR] s
(First ou=[BIL AWM AT ABITH LAFR] (s>
Directory
Name)
1fc822 OEBFA AT Ifbat] g
RHEARL (ssuer FKAFH
alternative name)
EA PR (Basic ER it S RN
constraints) (Subject type)
B KRERA |
(Path length
constraint)
FEAR I RD R AE F O ik SSL client, SIMIME
(Extended key usage)
TERREE RS R R SRR = [IETHES S B2 K RUURL] (MbE1D
(CRL distribution point)
Netscape ZE{HIA=AL (Netscape extension) (k6>
Netscape UE 5282 (Netscape cert type)  [SSL client, S/MIME
Netscape SSLAAIRZE 4R (Netscape SSL | A% H
SErver name)
Netscape 3£ (Netscape comment) A H

2.2 BIRIEF “Hongkong Post Root CA2” Z°F

DL A& F - B A 4K 3E 5 "Hongkong Post e-Cert CA 2-177 LA 2% 2 BR 85 SHA-256 & H I HL T

UEAS (L) -

AL FR AL

FRAERS (Standard fields)

RRAS (Version) X.509 V3

5 (Serial number) a1 R A o O e o VATV £ mva caic I G|
ZBHINT (Signature sha256RSA

algorithm ID)

I ECE LT ZAEE )
2023F7H 1 H
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ALK

AL AA

RHEA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
B %H (Validity petiod) | AETF Not  |[HEBIEE RS K B RUTC B E)
before)
ABRF Not |[HFBISE RS EMUTC KA
after)
ERLZFK (Subject name) en=[FZBH P 4] G

e=[ LT AL (i

ou=[EFILAZERT] (i)

ou=[(Fi LB L TE g 5 BB 55 R 2 2% 4 5 - E WHIE /8 10 54 5+ 30 1] ce
4

ou=[E i AW ZFR] (Hits)

ou=[B I AW AT BT HK] (s>

o=Hongkong Post e-Cert (Organisational)

c=HK

FEEATFERTHR (Subject public key

FRA] (Algorithm ID): RSA

info) NTFERLRL (Public key): ALK FF 20484770
KRB NRFBILZFR (Issuer unique identifier) |1
BiE MR ZFK (Subject unique A

identifier)

FRHEFEMHF2AL (Standard extension) (FE6)

PIREDRRAIZFR | RHA (ssuer) [cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
%5 (Serial [ME N A3
number)
FERDRAEF 1% (Key TN, BLESEE, RN
usage)
(MR “R5” 24D
IEBBUK (Certificate Policy Identifier =[#4F R BIFD] (a7
policy) Policy Qualifier ID = CPS
Qualifier ; [FZE/E ML HAE N FFTURL)
FE 4514 (Subject DNS [0- 104 58 B2 FA 4] Cpii10)
alternative name) E—BHEK [ou=Z 1 MU CAR (e
(First ou=[E L AWM 7 AT BT TR SCAAFR) s
Directory
Name)
1fc822 OEBFA AT IfbaE]
RHEAHI4 (Issuer A A
alternative name)
AR (Basic e it B2 SN
constraints) (Subject type)
BAKERE |7
(Path length
constraint)
S A5 P RS P 7 ¥ SSL client, SIMIME
(Extended key usage)

AU IR ECF TR AL e

2023F7H 1 H
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ALK

AL AA

IEFREE RS R R
(CRL distribution point)

IR RAHK = (IEBHUEHTE .20 K sURL] (1)

Netscape ZEHA2AL (Netscape extension) (6>

Netscape iET528% (Netscape cert type) [ A AHH
Netscape SSLAAIARES 4 # (Netscape SSL [ AH
Server name)

Netscape &£ (Netscape comment) A A%

PLR AIE T B 4E0E T3 "Hongkong Post e-Cert CA 2-157 A7 % BR 85 SHA-256 & Hi T HE ¥
WEH WD) “HINR” -

ALK EIRE
FrfERE (Standard fields)
FR 4 (Version) X.509 V3
F#%5 (Serial number) WEE e e g 0 ey Y VAot = A AW il - |
ZEBH AT (Signature sha256RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
B (Validity period) | AREF Not  |[HIFIBHEELR S W E FIUTC I H)]
before)
AIBRF (Not  |[HEEFBISERS B E FIUTC K]
after)
EELFR (Subject name) en=[#ZBH P 4] D

e=[ LT HRFEHbE] (i

ou=[FILASERT] i3

ou=[(F ML B 1CIE T4 5 BB %5 8 22 4 5 ) HIE /8 10 E Fo 4 5+ FAth] (e
4

ou=[E I AW FZFR] (itEs)

ou=BIE AW AT RBITRFR] s>

o=Hongkong Post e-Cert (Organisational)

c=HK

FEHATFELAT R (Subject public key

xR (Algorithm ID): RSA

identifier)

info) ATFEERSGRL (Public key): 59K 204867 78
KRB NRFIAFR Issuer unique identifier) |14
e NIRFIZFR (Subject unique HAFE

FRUELE(HAZ AT (Standard extension) C(FiE6)

PLRFEARF AR | RHE A ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
PS5 (Serial  |[MKH ANAEIRIN]
number)
FHEAMETE Key AAEIN, HhD%E
usage)

A “R@” 260

AU IR ECF TR AL e

2023F7H 1 H
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ALK AL AA

IEFBUR (Certificate Policy Identifier =[#J#F R HITE] e
policy) Policy Qualifier ID = CPS

Qualifier ; [FZIE/E ML #E N FTURL)

Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier ; [BIE AWLAI AT /AR TH SCEFR)

Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier : [BIC AN AT /55117 S FK]

FE 4514 (Subject DNS [0- 104578 B 4 tE] CHtE10)
alternative name) E—BHER [on= 1 AU T CAH] (e
(First ou=[FIC AN AT BRI TH LA FR] s>
Directory
Name)
fc822 GEPBHFE N FIFERAE] g
RHEAF4 (ssuer A A8
alternative name)
FA PR (Basic EHRRR 2SI N
constraints) (Subject type)
B ERS |
(Path length
constraint)
FEH DR F 7 vE SSL client, S/IMIME
(Extended key usage)
IE-BRUEEBE RS KR Iy R SAAFR = [UE TS 540 K A URL] (hEn3)
(CRL distribution point)

Netscape ZE{HA24L (Netscape extension) (k6>

Netscape iEF528E] (Netscape cert type) | ARAEH

Netscape SSLAA IR #2445 (Netscape SSL | AR A H

SErver name)

Netscape &£ (Netscape comment) AAFH

By -

L.
2.
3.

BRUH P s ek - IR (RS) + 4 (19 CHAN Tai Man David)

BEAUT P TR AR A TR AR ke (BT s TR Akt HEESB S A, TR AL R A .
BILANSERS: 10 NET

CEDLBICIERIRS " #2400 — 8 16 M8/ 78 LT it B S, B NECC0” )] PR
F A 55 R e IE B SCEERIA,  DARE B B ERI A, ) Rl B iciiE Hdn 5 AA AL 2 HE Bk WA S 34 i
— i 8 M F/F R BE RS HE N TIERE FM 8 ANZEC0". “TEMHIET / BCIE” #2407 . —8 8 M7/ 71k
Canyd HIESS / BdiE B dm 50 T 8 Mg/ 8, RS ATSE(“0” ), WREMIER /BitiE i, A4
RNECO” ) WiE “HIREBES”  BUEHRAEC0” )T, “HAb” #2400 —8 &£ 30 M7 hH).
T AT X BUOMES T2 “T B0 S ” K “YENRED / BidiEH” AR C“0” ), WITHR @i
HKPO fREFHIBBE) SN “HAh” BA7. R CAEMREGBESEND) (G637 %) FMA “AIREBES” 1
WU, EJEMHEE 52BN “HAh” 07,

REFSCAHAEZIL 2N, T [++CHINESE NAME ONLY*** | W45 % 2 MMM IR SCLFR . AEATAAT
THOLT 280 AV AL T SC BRI AR s, K2 B & T B4R 4 58— H $% 2 FX (First Directory
Name) AL N B3 CRAAZIEAE LIS 3.1.1.6 20 HLATh L& FRIR A ISOMEC 10646 E Frembid b .

FRAE ST AMNE, B bR B AN I Netscape ZEfHAZ A0 “JESCEE”  (Non-Critical) ZEAHFEAL

60
A HEMBEC T LA L )

20237 H 1 H (':l)ﬁ’nuﬁywmlh-:o-Con
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10.
11.

12.

13.

A CAAE ALV AL AE N 0 R 53055 (Object Identifier, OID)e % T AHEM BRI, TEZ RAMENIEE 1.1
%

AR CHE I — A EAGED FE KR S, ORI & B YGEB SN i & B e+ .

AR EHIN—A~SZ#F Adobe PDF &4 4R 311

2 N A R 2 R E N D A A A A 3T R e (LR HD

WP A& #.5) & 5 URL A http://erlL.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » Ay 4KiIFE 5" Hongkong Post
e-Cert CA 1- 10"Fr R 1 T 781 =0E FesiE 5 .

WP A IE 5> & 5 URL A http:/ferll.eCert.oov.hk/erl/eCertCA2-17CRL2.crl, A 4K3iF 5 "Hongkong Post e-Cert CA
2 - 17T FT R T8 GEBRGEE R . (8t 2019 £ 7 A 1 HZarRHEEBREE SR> kS URL A
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl) -

WP A IE B4 & 5 URL A http://erll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl, A 4%3IF 5 "Hongkong Post e-Cert CA
2 - IS"FT R T3 GEBRGEE S | (8t 2019 £ 7 A 1 HZ iR HEE BREEE R RS URL A
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) -
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3)

HPIES (RE) B

3.1 HRYFIEF “Hongkong Post Root CA1” Z°F

PR i@ BT B P 4K E 5 "Hongkong Post e-Cert CA 1-107PA4% 2 R85 SHA-1 & H FHL-FIE

B RE) -

AR | [ENCES
PR (Standard fields)
4 (Version) X.509 V3
5 (Serial number) [ A IR R G B ) = A7 o+ /8 ik 8]
ZEBEIRF (Signature shalRSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B (Validity period) | AHEF Not  |[HEHBIRER S W B FIUTC I H)]
before)
AIBRF (Not  |[HEEFBISERS 3 E FIUTC K]
after)
EEBFR (Subject name) en=[FAURALAFR] (D

e=[ LT HEFE L] e

ou=[FILANZERT] GHiED

ou=[ M B ACIE 4 5+ AHE B/ B EIE B T+ HAR) o
ou=[ B AN ZFR] (HitiEs)

ou=[ B AWM 73 AT BT 14 HK] (s>

o=Hongkong Post e-Cert (Encipherment)

c=HK

FEEATFERTHE (Subject public key

FIRA] (Algorithm ID): RSA

info) ANFFETD R (Public key): R0 ALK & 420484 J6
RN RAIAFR Issuer unique identifier) |[Afd
e NRAIZ IR (Subject unique HAEH
identifier)
FRUELE(HAZ AT (Standard extension) C(FiE6)
PIREBEMAIRANBFHR | &L A  ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

F5 (Serial  |[[M K H ALIKE

number)
FHERMEETE Key D% E, AN
usage)

(BN “RE” 24D
IEHBUR (Certificate Policy Identifier = [ IR AI5] Btz 7
policy) Policy Qualifier ID = CPS
Qualifier : [ UFAEMLAEN FJURL)

E#HI4 (Subject DNS AL
alternative name)

1fc822 LERFA AT IsfEt] gz
RHEAHI4 (Issuer A A
alternative name)

AU IR ECF TR AL e

2023F7H 1 H
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ALK EALAR
BRI (Basic e it 2SI N
constraints) (Subject type)
B ERS |
(Path length
constraint)
FEA R R P ik RAFH
(Extended key usage)
IERREBRS R R R R = (EHHEER S K RURL] (i)
(CRL distribution point)

Netscape ZE{HA=4L (Netscape extension) (k6>

Netscape iEF528E] (Netscape cert type)

SSL client, SSMIME

Server name)

Netscape SSLAAIIR#% 4 FR (Netscape SSL

AR

100

Netscape #&¥E (Netscape comment) ik

This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

3.2 RYFIEF “Hongkong Post Root CA2” Z°F

PLR A& F T B R 4R 0E 15 "Hongkong Post e-Cert CA 2-177 VA4 5 pRi 85 SHA-256 K H BT H T

TS ) -

=B | [RERr &
Fr#ERS (Standard fields)
R4S (Version) X.509 V3
FF% (Setial number) [ BB R A AN T bl T AT
Z B EIRF (Signature sha256RSA
algorithm ID)
RHEA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
BRI (Validity period) |AFF Not  |[FHFEBHEBUR S B & WUTC B E]
before)
ANBF Not  |[HFFHENRE RS v B HUTC B[]
after)
EELZFK (Subject name) en=[FZBLEAAL A FR] (D

e=[ LT HRFEHAE] (e

ou=[BILANSHE R T] (M3

ou=[ M Mk B TCUE T3 4w T+ HIE F /80 5 4m 5 + Al Gt
ou=[E I AW ZFR] (s

ou=[E I AWM 73 AT BT T4 HR] (s>

o=Hongkong Post e-Cert (Encipherment)

c=HK

FEEATFELRATR (Subject public key

H2UR B (Algorithm ID): RSA

identifier)

info) ATFEERGRL (Public key): 58K FF 2048467 78
RN RFIAFR Issuer unique identifier) |1
BB NRBIZFR (Subject unique AAEH

AU IR ECF TR AL e

2023F7H 1 H
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http://www.hongkongpost.gov.hk/

ALK | [RfRp%
FRUEZERAE AL (Standard extension) (FiE6)
PR RAEHR | &R B A (ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
F5 (Serial  |[[M K AAIEE]
number)
ERDRAE R 74 (Key BhLE, BRI
usage)
(RN “RE” 24D
IEHBUR (Certificate Policy Identifier = [ IR AAD] (Bt 7
policy) Policy Qualifier ID = CPS
Qualifier ; [FZIE/E ML #E N FTURL)
E&H4 (Subject DNS FAdi
alternative name)
fc822 GEPBFE N FIFERAE] g
RHEAF4 (ssuer A A#
alternative name)
FEAPRHI (Basic EHRRR T & SEAR
constraints) (Subject type)
BAEKERS |k
(Path length
constraint)
FEH TR P vE SSL Client, SIMIME
(Extended key usage)
IEBHEE RS R A S RBAIR = (EBRETE RS R RURL] (D
(CRL distribution point)
Netscape ZE{HA24L (Netscape extension) (k6>
Netscape iEF528%] (Netscape cert type) | ARAEH
Netscape SSLAAIARES & (Netscape SSL [ A#H
SErver name)
Netscape &% (Netscape comment) (Kt | ARAEH
9

By -
1. B AN Z BB

2
3.
4

© =W

BRI PR AL (1 v 7 AL S i
FILANSHERT: 10 T

RN EICIE SR S 7 AL —E 16 B R CInE R BB 5, A AR “07 )Y, “TENHE
5/ BACUEAS” AL — & 8 Wy B DAENHES / BI04 50 T 8 8w/ 78, S eE(“0”),
WFTEMHIESS / LIPS, HALEEAE(“07) A “AREBAES” A EMNT(“07)], “IHih”
FEOL: — iR % 30 AT/ 58 (). BHEREIATBUIX BUR ST T 2 “ Rl B gm 5 7 B “ENHIESS / B AdiE 7
AL AT ONZE(C“07 ), #IIFHAR (B HKPO AURFUEBO SN “HAb” A1, R4E (AREBIEEFE)
(5 637 B) EMN “AIREaBAe” M, HEEMHEM %95 2N “Hmh” #2470,

RAE T L LHRE AR ST ZHAE SN, HAHASERERER (AREAEEAENSE 3.1.1.6 25).
ERAE A AMNER, BT FRAEZEAREAL I Netscape ZEfHANALII N “IESBE”  (Non-Critical) ZEAHFEAL
AR CELFE A UE I AR SRS (Object Identifier, OID). J& T2y N (IR MRS, 5 S AUEN S 1.1 4.

UE 53U 243 & . URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » Bt A 4kiE +5 " Hongkong Post
e-Cert CA 1- 10"FTR HIF [ 438 2 Has i 1 |

WE PSS 8.5 /& & URL W httpe//erll.eCert.gov.hk/crl/eCertCA2-17CRL2.crl, Bty 4KiIE 5" Hongkong Post e-Cert
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CA 2 - 17"Fr iy [ @l GE BRdEE S . (8t 2019 £ 7 A 1 BHZ Rk HFE S REEE R K S URL A
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl) o

10, HPIER AR . N AR N E R SCAR UM S, oo A RE A B, MBEOR
i

HAEH R AT ARG ALk ns 2 S B F B AN () BYFEEICAMNNE B, K&diD)
AR BL AN R H A B IE R i 28 2 AR se s - B e AW B 45 LA BERR A
Wz B 2 INEAE B o B RUE M BIE 52 25043k, 1218 W] M http://www.eCert.gov.hk M TTxI
W IR L E AR L AE T
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iR C

B C - FHHSEGE BN 1S B.(CRL) KEHER
BRSNS 1E S (ARL)RE R

A% C PR 9% B 44 51E 15 "Hongkong Post e-Cert CA 1 - 10", "Hongkong Post e-Cert CA 2 - 15", "Hongkong
Post e-Cert CA 2 - 17" TR H IRIIE T3 30085 75 B DA S 7 i IS IE 352 ASUARUAS V78 B 1 B Je A A e HER A% 20, DA
H “Hongkong Post Root CA 17 J"Hongkong Post Root CA 2" Ff /& H I AUV 1% B (ARL) O BE 8T Mo A A %2
HeF A% 5

B W MR ECAE R = YR 3 B A A R IR (O IE TS 75 B I B) 9 2 e I 1] 09:15+ 14:15 K 19:00 CRI#SHK 2
YA FHF[GMT 85 UTC] BHE] 01:15+ 06:15 2 11:000);  UE P304 i B R4 A A% E 18 b o D0 g 87 B ) 4 B
T 1 BT UE T R R R

a)  [FRIERBEHEER] (Partiioned CRL) 3% 70 ALK O I i 8 sl CHUBHIE TS I BERE . AARFT T
AAZHE(URL) RO I T 23 1 A5 08 15 5 -

i HH A 44 4E F"Hongkong Post e-Cert CA 1 - 10"FTR B -FIEH (NN KHEFIER (DA
13 E_U\H_ﬁ ”:
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1 <xxxxx>.crl
H <o NEE S MFEF 75 .

ii.  HH4kuEP "Hongkong Post e-Cert CA 2 - 17"Fr K HHEFUEFS (AN A
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl
Hh <xxxxos NEE S M FE TR T E . (82019 £ 7 H 1 HZ 80 A& HAIEE ARG & sy
& 1 URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1 <xxxxx>.crl)

iii.  H A 4EUE 5" Hongkong Post e-Cert CA 2 - 15"FT R HHEFIETS (M) “HAINM
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl
Hor <> NEE S MUFBFRAEE . G 2019 4F 7 A 1 H 2R & H IUE B s 5o
& 1 URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl)

iv. HH A 4% 3IE T "Hongkong Post e-Cert CA 1 - 10"FrR B FUES (B, H-FIEH (WU “H
N7 R (BRE):
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

v. B 4KIE P Hongkong Post e-Cert CA 2 - 17"Fr &K HHHLFET (WMD) KH-FIEF (RZ):
http://crll.eCert.oov.hk/crl/eCertCA2-17CRL2.crl. (it 2019 65 7 B 1 HZ 8 & H BE S 3k i 5
43 K & URL N http://erl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl)

vi.  HH4RIE S "Hongkong Post e-Cert CA 2 - 15"Fr Rk HELFIEH (WMD) “HilAR”
http://crll.eCert.oov.hk/crl/eCertCA2-15CRL2.crl. (gt 2019 45 7 A 1 HZ 8 & H iE S dids i 5
4% 5. URL A http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl)

b) [BAIEE#ESESR ] Full CRL) & 45 H 7 4%3F 5 "Hongkong Post e-Cert CA 1 - 10", "Hongkong
Post e-Cert CA 2 - 15", "Hongkong Post e-Cert CA 2 - 17"Fr & I BT A S8 B 4 2 S i B 2okt .
DA 53 AT R AL HE(URL)SREX [ #1548 17 5
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2023F7H 1 H r.")

Hongkong Fose-Cert
YRAIRS: 1.3.6.1.4.1.16030.1.1.48 FERSRTEN


http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

i. HH A 44 31F 1+ "Hongkong Post e-Cert CA 1 - 10"FT & H FIE 15
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 8%,

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong

Post, c=HK)

ii. 3 A 4K IE 15 "Hongkong Post e-Cert CA 2 - 15" it & H IE 1S :
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1.crl %

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)
iii. H A 4K E 5 "Hongkong Post e-Cert CA 2 - 17" AT & H HIE 1S
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1.crl B%

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)

IR RE PR A S R A ARSI B R TR, Al TR DIE B REEEE R R A ] (CRL
distribution point) FEA7 PN B AL E(URL) SR EURH 2% FE B I4HTE ..

fEIEEE T, HFBIRESTEHNEGE, YUK R E DRSS R A G AR KA 752
15 B, B HIRECATASVE SR8 200 5 ol LR UE PR E B A AR . BB S S
BRAMEFREAPIBENT, T HFHEMEEM T http://www.cCert.eov.hk A AT #b 78 UE T U 1 5 o

(D

EH H 4KIE 5" Hongkong Post e-Cert CA 1 - 10"R#E A #: ] & H 9 73 31 =0 S BEARIE P i sk =X -

FRUEREAL (Standard Fields) | FAEAL (Sub-fields) |42 =IE T RdH T | BAIE BIESE 5 | &E
BRI DAL ES
AR (Version) v2 I SRR P RS TS B TN
R AR X509 55 AR
2B B AR (Signature shalRSA A B R H DL EHE BRGNS

algorithm ID) BRI R AR IS
KN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 e B R E Kok AR P e
o=Hongkong Post MEREREp N A
c=HK
IR FEHT (This update) [UTC K 1] SO B R AR P i B
HH G2 IREHD
T REEHT (Next update) [UTC )] FoR T UGE PSS % T 5
N H s Bk (R IR
B, MASTERUEZE
Rt o FRAEAZAE VR Y v I 50
SE, E TR TE R R T
JoRH
HAHIE T (Revoked FHPAER (User LEPFS] A A SRS IE B RE B R
certificates) certificate) =
e 03 [UTC K] BOA B TR U U A I T

(Revocation date)

WP E R R ZE M FA AL (CRL entry extensions)

JE RES (Reason

code)

(U EE R iR )

CPHE D

B LA A2 AL (Standard ext

ension) (PR¥E 2D

P25 RE 1R 51 44 FR
(Authority key identifier)

KH N (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

BEA ARG R BOR LR A4
BRI T SR B Y
AL RTRCXS A TT R

55 (Serial number)

R NIERHIFS]

SRR R R NMEBS 7 5

WE U IE #5469 (CRL

number)

[FHZIE R G072

i SR TN b2 i G R R T
T 2GS LU
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL1.crl
http://www.ecert.gov.hk/

FRUEREAL (Standard Fields)

TAEAL (Sub-fields)

73 B E P
L= VAR

BEUEA TS
AR

ik

KN R s (ssuer

distribution point)

[LA DER 77 %t
FAAIE TR 1 By
& 55 (Encoded
CRL Distribution
Point)]

(B2 “5Re”
AL

[(ARALE ]

AFEALAR I 73 F AAE TS
AR

(ID B 4KIEF5"Hongkong Post e-Cert CA 2 - 15" 1R 3B A1 I = HA 1 43 351 =0 K B AATIE P 40 v Bk =X
FRUEFEAL (Standard Fields) | FAEAL (Sub-fields) |43 3E PG | AL PRGEEE 2 |8
L YDA VALK
JRAS (Version) v2 SEA B A AR I A U
WA X.509 5 iR
2B 5 R A] (Signature sha256RSA A B o H DA B T S
algorithm ID) BRI TR AR
KN (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15, BEAE RSB R IR P i
o=Hongkong Post, TG
1=Hong Kong,
s=Hong Kong,
c=HK
BEYKEE BT (This update) [UTC ] A SR AE TR i R 1R
HH T G2 IREHD
NIREEHT (Next update) [UTC It j&]] FORTUE BRI RK T &
N HEC BT R H (FICGE
B, AT ERMBEMZ G
Ko ARARAZAE MR ML AE I 3R
SE, UE TS T S R B
JRH
AHIET (Revoked FHPIEFS (User BER 5] SR B ERASE RE T
certificates) certificate) =
B GEISR [UTC )] A S TR IE 5 AR R 1]

(Revocation date)

WP E R R M FA AL (CRL entry extensions)

JE FRAY (Reason

code)

(HU 2 e iR ) )

CBRAE D

FRAEIEMAL AT (Standard ext

ension) (PBR¥E 2D

P25 L 1R 51 44 FR
(Authority key identifier)

KH (Issuer)

cn=Hongkong Post Root CA 2

o=Hongkong Post,

SRR ARG S BOR LU 4
Gt AT tE G R NG 2 T

1=Hong Kong, R A T 250
s=Hong Kong,
c=HK
JF'5 (Serial number) |[ & H ANIEF I F 5] R BRE B NEBHEFS
WEFS I 5589 (CRL [FHAZIE RG] BOA SR TR UE T B T R 1
number) T, %%T LU A .
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FRUEREAL (Standard Fields)

TAEAL (Sub-fields)

73 B E P
L= VAR

BEUEA TS
AR

ik

KN R s (ssuer

distribution point)

[LA DER 77 %t
FAAIE TR 1 By
& 55 (Encoded
CRL Distribution
Point)]

(B2 “5Re”
AL

[(ARALE ]

AFEALAR I 73 F AAE TS
AR

(1D

FH H 4K 5" Hongkong Post e-Cert CA 2 - 17"AR4E A< 18 I J H [ 73 81 3 K B AAAE T35 S =K -

P EAREAL (Standard Fields)

THEAL (Sub-fields)

73 ) 2P
LA

BEPRUE R
FEALA &

ik

RRAS (Version)

V2

LA™ R UE A5 4 T A% X
AN X.509 55 —hi

2B B AR (Signature

sha256RSA

LA 7R Y A ZBAIE F AU I

algorithm ID) BRI TR AR
KN (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, A B R B Kk IR RN
o=Hongkong Post, MER RPN A
1=Hong Kong,
s=Hong Kong,
c=HK
IR BEHT (This update) [UTC B A B SR A UE TR I B R
HH GRS
T REEHT (Next update) [UTC B a)] FoR TUGE BeEE v T =
NI H IS BT R H (R IR
o, mMASTERMBEZE
Koo ARARAZAE MR ML AE I 3
SE s UETh RS T B B R B
Je R
HAIEP (Revoked FAER (User BEPFS] A A SRS IE B RE B R
certificates) certificate) =
B Gl R ] [UTC B )] SEA S TR AR UE T AR B 1)
(Revocation date)
WEP A% B R R AL (CRL entry extensions)
JEAAS (Reason | [4uS B HH R AL CBE D
code)

FRAEIEMF A AT (Standard extension)  CFHYE 2D

WL Z5 R R R 44 B
(Authority key identifier)

KH N (Issuer)

cn=Hongkong Post Root CA 2

o=Hongkong Post,

SRR3R AU S BORE DL R
Gt AT tE G R IR ING T

1=Hong Kong, R A FF AR .
s=Hong Kong,
c=HK
JF'5 (Serial number) |[& tH NIEHHIF 5] WAEERE S NERRFS
UE T4 T 553 (CRL [HAZIE R G774 ] A B IRAE PR I YR
number) 5. s DU T A
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FRUEREAL (Standard Fields)

TAEAL (Sub-fields)

73 B E P
L= VAR

BEUEA TS
AR

ik

KN R s (ssuer

distribution point)

[LA DER 77 %t
FAAIE TR 1 By
& 55 (Encoded
CRL Distribution
Point)]

(B2 “5Re”
AL

[(ARALE ]

AFEALAR I 73 F AAE TS
AR

AU IR Lo BB S A SRABURBEIE B, TS A BCE & M s C R R P 4R IE B R SRR, BB IREIS
BEEEAE R UCHE T H IR0 B A 7R BN SR R A o SRR A BB R T IR AL E T R

i, HRIEE 13" Hongkong Post Root CA1" BT 4 [ Fh 4k 3IF 15
http://crl1.hongkongpost.gov.hk/crl/RootCAIARL.crl 8%

Idap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

1.

FJEAIE H "Hongkong Post Root CA2" AT 2k ) A 4k 1E 5

http://crll.eCert.gov.hk/crl/RootCA2ARL.crl %

ldap://1dapl.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

(IV) EHRiE+"Hongkong Post Root CA 1"#R#E 4 # | /& Hi BB AU S 15 A% -

FRUERAZ (Standard fields) | FA=AZ (Sub-fields) |[H2AURUESTE SAZAL P 2 ZVE
WA (Version) v2 B BRI B I A
WA X509 55 ki
2B 5 R (Signature shalRSA BEAE s DASS B 5 U A T
algorithm ID) BAR B BRI
K H N (Issuer name) cn=Hongkong Post Root CA 1 oA B RE B Kok R
o=Hongkong Post MEREREp N A
c=HK
LR EEHT (This update) [UTC B )] BEAE SR A AU T R
HH ] G IREHD
NIREEH (Next update) [UTC B ] FOR TR B TH K T &
N HEC BTRH (FICGE
B, MASTERMHEIAZ G
o ARARAZAE MR ML A U 3R
SE, FRBUHESTE BRI
KR H
FAHIET (Revoked FHPIEFS (User BER 5] SR B ERESE RE T
certificates) certificate) =
G IRl [UTC Ia)] A S R R U TS (1 B )
(Revocation date)
E PSS B R HE A4, (CRL entry extensions)
JREHS (Reason | [#UES 2 B iR AL CBfHE 1D
code)

FRUELE(HAZAT (Standard ext

ension) CBRHE 2)

WL 2R R TR 1) 46 7
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1

o=Hongkong Post
c=HK

SRR3R A S BOR AR A
B BB TS B AL N R
i A A

JF'5 (Serial number) |[& tH ANIEHHIF 5] R ERE B NEPREFS
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

distribution point)

HEE AN IGE =R
B ¥/ CRL=75

CBREE “RBE” 260

Pr#EAZAL (Standard fields) | T F2A7 (Sub-fields) |#RBUREHTE PAZMLNE HVE

TE P 5508 (CRL [HAZIE R G774 A BRI BRI T R
number) T, S5 LU R
KN R (ssuer HWEERPAES =5

(V) H#RiE$"Hongkong Post Root CA 2" 1R s ) & H B35 BUHU A T B K-

(Revocation date)

FRAEREAT (Standard fields) | FAEAL (Sub-fields) |FZAURUESIE BAS AL P 2 &iE
JRAS (Version) v2 BEAE B R AZ BRI A 20
WA X509 55 ki
2 5 R A (Signature sha2S6RSA A RO DL BB S
algorithm ID) FA R SR R S
K HN (Issuer name) cn=Hongkong Post Root CA 2 A BREEE Kok R
o=Hongkong Post, TG
1=Hong Kong,
s=Hong Kong,
c=HK
BEVREEHT (This update) [UTC | A SR AU I S 1R
HH T G2 IREHD
NIREEHT (Next update) [UTC It j&]] FOR T IR BT K T &
N HEC BT R H (R ICE
B, MASTERMHEZ G
R HRHEAZ AL AR b o T A
T, B TE B R
JoRH
HAE T (Revoked FHPAER (User LEPFS] R EEEIE B RRE R
certificates) certificate) =
e 03 [UTC K 1] BOA B TR U U A I T

WP E R R ZE M FA AL (CRL entry extensions)

JEERAY (Reason

code)

(4R 2 e iR ) A ]

CBRAE D

FRAEIEEAE AT (Standard ext

ension) (PBR¥E 2D

HLIE 255 L 1R 51 44 FR
(Authority key identifier)

KHN (Issuer)

cn=Hongkong Post Root CA2
o=Hongkong Post,

1=Hong Kong,

s=Hong Kong,

c=HK

SRR ARG S BOR LU 4
B BB T S RN Y
LTS A TFEE TR o

55 (Serial number)

R NIERHFS]

R R T

distribution point)

RAEA RN LRIE =2
A4 K] CRL=75%

CBRAEA “R8E” #2460

WEF A5 559 (CRL [HHZAE &R 87 DA BRI B S A YR
number) 2, %S LURRE R,
RN R (ssuer REEHPED =5
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B -
Lo BURONA TSI AR N 51 A2 dr R e -

0=ARIEY; 1=%FORSMNIE 2 = AENLC T RISME; 3 = BS54,
4 = IEBHIUR; 5= AENIRA ILIZ1E; 6 = IEH i 4

W B A TSR AHREIE B AR, prel TEREIEE ] B0 T0) Fom (R TRERT D,

2. PRIESSHNGEDH - FrAfEEE R A K “JRRHSE”  (Non-Critical) FE{HFRIML
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fff3% D -

HiR D

W R FIET - IRSTME

1) BFERH A

ER BETFIEHAA) BEES (A RHFRFE 18 AR
“HANRR " BEIEBAAN)
BZiLA A A SCEE S ik M AE 18 F A FrE B RCEE S IE & AT 18
B N

KA PR AR HK$200,000 HK$0

INFTEH B

EEXT#RGRL K |2048 /770 RSA

FEAERXTEGE | HEEI B H P4

I 3B G MEAZ HIE NS4y, sl BiE ARETE A FIER A IER RS
=

FHHB BB B B % B EET )T e

EPREAEFELE | &GS SRS S 4

ANH#RL FHEB IS IS 24 B2 HUE (hash value);

Bl bR A
B ANSEZmT (HEBIBZIER RS TA)

BiLHH AIET B R RS | AR ZE 2.4 26 |BED CEIE B IR &S24 H
BAHIIE) RR4E S0 Mot (L 1) B S0 T (UAAZIEAE
AAZAFAE MV HEN 25 2.4 ML EE 2.4 460
%)

EHBA % =AE —4E, TAEBZAE =4

UAAZIEAE A5 1.2.4, 3.2 ) 3.3.1 5%

73

AU IR ECF TR AL e

2023F7H 1 H
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2) HWFER H) REFIEBUERE)

ER BB FE B dLH) B FIEB@EL) “BIAR” B FE B (RE)
it A SR BT I X BURF 2 R A R ML B iEE 2 WU 00 SREF MG\ T 2 A ik o8 [k B
B EE AT I X BUM IR R . B67 16
IEFBEA N B0 AU 2 B 53 8 53 35 AU RN R S
KA PR AR HK$200,000
WAEH &
it 2 2048 £ 7C RSA
KE
FEAE BB FH B IS B P2 AR
R
x4 WXt WK R H R AR 1 B 43
ERER  [BoSB RN B s eSO s 2
ERREE = FiCAVWEIR, GRFFEP L ng R4 = FC AN LA FR
FiC A (= FZBUH P Sk 4 R L R iR st o PR AT BE S AL TR R G e
Bl . BN ERTS (HEFBIEHARS ) » BUASESmT (HEFBIEA
= BICANZ AT B B g )
s B AN AT B E
H
B RATE WAKZAEVENHEN S 2.4 2%
H
IEPBE R — LR EE —4E, TAEE AR —4E, . =
4
AFKZAEVENL N 55 1.2.4 F 3.4.1 %%

B

1. A BEFBRATBIX BUR B R (B 2B (55 112 55Kt A ROIE I ST A R R 55 HLAL) / H ik S
R, JRATEASON R FE S (HURD R IE A (AR FHER (B “HAAR " BEIE D (5 1.2.3.2

e

2. FPAmEBRRATEIXBUTBLS R (BB (5 112 %) A9 ROIE B SO 3R 55 ALK H i sk
i, BFIEB AR EREBS RS HERS .
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http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

Ki## E

fif% E - A HRE A T IE B S el R B BCE
A I

FAIZ RSN E SR A A L » AR EE R 138 & I 2 %Ra 6 S ] -
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Vg dd

ffs% F - HEBIB B FIEHRS - AEBETFES
HIRAFZ EAFHRLE CGERRIE)

FHAEEF SRR H I - sl BRI S - RSB TR H RS E 2=
FIEETEBARAFRERIGITHRE -
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Hi#% G

f3R G - BAUEHLRIRIRIE 5 B Y

FRUFIUE 5 44 PR

EEps &l

L

Hongkong Post Root CA 1

20035 H15H 2 202345715
H

Hongkong Post Root CA 2

20154E9HSH % 2040F9H5H

Hongkong Post e-Cert CA 1

20034E5H15H % 20134E5H 15
H

LE AR 4R E S H120104E2 H 26 H i 1k
KHINFTES

Hongkong Post e-Cert CA 1 - 10

20104E1H9H £ 20234E5H15

B ARAIE T F120104E2 H 26 H AR TT 46

H KHANATIE B4 G
Hongkong Post e-Cert CA2 - 15 | 2015F9HSH & 203099 H5H | s 4kiE 1201992 H | H 2 a6 &
HIATE RS RiEE .
Hongkong Post e-Cert CA2 — 17 | 201748 H 12H Z 20324F8 H 12 | s 4kiE 120192 H | H 2 a6 &
H HIATE RS g .

FWEIBECE TR AZAEE kv
2023F7H 1H
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Ki#E H

By H - FEHSHRE A Uk 555 2 B A 42 B B AR
L2 5 58 N FH i

. Fi5g NUEF ER5H) 4 DNS AL
KA A L ER e 5E ML MEF5RH] s o 57 4T
AR AT EUX B | ABOT “* ohfg | FLFIETS CHLAD O LA “IRD_AEOI"”
RS SR HFEFS (WL “ Bk
ﬁ& n )
B

1. AEOI X3 " h 3 # k)
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HigE T

B33 1 - REC3647 5AMZIE/ENAEN] 2 Lh R

Gt A Y] © F T HUBCR B AR A ZAEAF AE N 5 REC3647 HAEAE A L2 2 18] (R AH B2 2% 2
PHER, PASGE S BAE SRR DY (—) (3) Beh Imid 2K . AAZIE R AL HE 5 REC3647
RZAE AR b HE DR 22 2 TRV AEAR AT T SO R, R DAASRZ AR L I (0 2% SO0 e A BT
fay i N DR S T8 SCrh R BRI i R 7 R B BRI S AR 328 it A i IR B AS 1

Do

NGAERE, WIHBERTAE “AEM” 1, EESREOVE I IEEA TR ALY / 55

BUEATAI A A HREELA IR / Bk 55 TR

RFC3647 FIEF AHEN AR ETS L]

1. MEFEPE A 1

1.1 WA 1.1

1.2 SIS AR5 hR iR 1.1

1.3 NS 2 5% 1.2

1.3.1 B FINIEAR S WL 1.2.1

1.3.2 FEAMALIA 2.12 KM% B

1.3.3 B A 122 %123

1.3.4 it A+ 122
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