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How to import your e-Cert into Mozilla Firefox

Before you import your certificate, please ensure that:

A. you are using Mozilla Firefox 68 or above;

B. you have received the e-Cert file (contained in the e-Cert File USB); and

C. you have the PIN Envelope provided by Hongkong Post Certification Authority.

1. Start Firefox, and then select “Settings” from the “Tools” menu.

WrYENEEUSE
o meet your needs Desirdoich
1// X 3 : Pavtwondh
/ I your e-Cert (Personal) i going to
A Qepire on or hafore 6/1/2022, Add-ans and themes e Shifte A
= % please ranew your 6.Cart now. For
s o more réormation, please rafer to oor .
A ’ relevant webpage on renewal Primt...
P 2” 0 &5 Surve pege an.
A PE Fot s
l“ > // Zosm - Wwx + 7
‘M‘ Sennge ]
€ 1, e-Cant e USE - User Guides —_
2, e-Cort e Card - User Guden More ok ;
) Ot Token User Gude
0 4, Payment by #-Cheque - Ussr Halp
Gude
Ext

Pagel



8Hongkong Poste-Cert
e-Cert User Guide—Mozilla Firefox HFEBHNEFE

2. Select “Privacy & Security”, and then click “View Certificates”.
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3. Under “Your Certificates” tab, click “Import”.

You have certificates from these organizations that identify you
Certificate Mame | Security Device | Serial Number | Expires On B
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4. Select the e-Cert file from your hard disk, e-Cert File USB or other storage media, and
then click “Open”.
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5. Enter the e-Cert password, and then click “Sign in”. (If you have not altered the e-Cert
password before, please enter the 16-digit PIN which can be found inside the PIN Envelope.
You do not need to input the spaces within the PIN.)

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

Y¥ou have certificates from these organizations that identify you

Certificate Name | Security Device | Serial Number | Expires On 2=l

Password Required - Mozilla Firefox x

® Please enter the password that was used to encrypt this certificate backup:
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6. Your certificate can be found under “Your Certificates” tab.

Certificate Manager X
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Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Mame | Security Device | Serial Number | Expires On |E'3
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7. Under “Authorities” tab, select “Hongkong Post e-Cert CA 2 - 17” and then click “Edit

Trust”.

Your Certificates

Certificate Name
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You have certificates on file that identify these certificate authorities

Hongkong Post Root CA 1

Hongkong Post Root CA 3

Hongkong Post e-Cert CA 2

Hongkong Post Root CA 2

Certificate Manager X
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Delete or Distrust...

Import... Export...

N

Page4



(Pﬂongkong Poste-Cert
e-Cert User Guide—Mozilla Firefox HFEBHNEFE

8. Enable all options, and then press “OK”.

Edit CA certificate trust settings L
The certificate “Hongkong Post e-Cert CA 2 - 17" represents a Certificate Authority.
Edit trust settings:

_’ This certificate can identify websites.
> This certificate can identify mail users.

Cancel

9. Under “Authorities” tab, select “Hongkong Post Root CA 2”, and then click “Edit Trust”.

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Security Device 5B
A~
v Hongkong Post
Hongkong Post Root CA 1 Builtin Object Token
Hongkong Post Root CA 3 Builtin Object Token
Hongkong Post e-Cert CA 2 - 17 OS Client Cert Token (Modern)
Hongkong Post Root CA 2 OS Client Cert Token (Modern)
v
View... Edit Trust... Import... Export... Delete or Distrust...

4

10. Enable all options, and then press “OK”.

The certificate “Hongkong Post Root CA 2° represents a Certificate Authority.

Edit trust settings:
This certificate can identify websites,

:[ This certificate can identify mail users.
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How to view your e-Cert in Mozilla Firefox

1. Start Firefox, and then select “Settings” from the “Tools” menu.
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2. Select “Privacy & Security”, and then click “View Certificates”.
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3. Under “Your Certificates” tab, select your certificate and then click “View”,
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